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I. Welcome to ProvSec 2018 
ProvSec 2018 is organized by the Institute of Cybersecurity and Cryptology at the University 
of Wollongong and the Laboratory of Mobile Internet Security at Soonchunhyang University. 
 
The first ProvSec conference was started in Wollongong, Australia in 2007. The series of 
ProvSec conferences were then held successfully in Shanghai, China (2008), Guangzhou, 
China (2009), Malacca, Malaysia (2010), Xian, China (2011), Chengdu, China (2012), Malacca, 
Malaysia (2013) , Hong Kong, China (2014), Kanazawa Japan (2015), Nanjing, China (2016) 
and Xian, China (2017). This was the first ProvSec held in Korea. This year we received 48 
submissions of high quality from 19 countries.  
 
Among the accepted regular papers, the paper that received the highest weighted review 
mark was given the Best Paper Award:  “Security Notions for Cloud Storage and 
Deduplication" by Colin Boyd, Gareth T. Davies, Kristian Gjøsteen, Håvard Raddum and 
Mohsen Toorani.  
 
The program also included an invited talk presented by Prof. Jung Hee Cheon from Seoul 
National University, Korea, titled “Recent Development of Homomorphic Encryptions and 
Their Applications". 
 
ProvSec Workshop 2018 is jointly held with the conference. Twelve selected papers will be 
presented during the workshop.  
 
We deeply thank all the authors of the submitted papers. We also greatly appreciate time 
and effort that the Program Committee members and external reviewers put to evaluate 
and select the papers for the program. Our gratitude extends to our sponsors - Jeju National 
University, Korea and Innovation Information Science and Technology Research Group, 
Korea. We are also grateful to the team at Springer for their continuous support of the 
conference and for their assistance in the production of the conference proceedings. 
 
October 2018 
 
Ilsun You 
Kyung Hyune Rhee 
Joonsang Baek 
Willy Susilo 
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A Study of Distributed Mobility Management for 5G Net-
works 

Soonhyun Kwon1, Jiyoon Kim1, Takshi Gupta1, Ilsun You1* 
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Asan-si – 31538, The Republic of Korea 

 tnsgus08@gmail.com, 74jykim@gmail.com,  

takshi_gupta2012@hotmail.com, ilsunu@gmail.com 

Abstract. In order to meet the requisites of the high-speed network, astronomically 
immense-capacity mobile traffic, and sizably voluminous-scale contrivance connec-
tion, 3GPP is working on standardization and technology development for the next 
generation of wireless networks. Currently, 3GPP adopts Proxy Mobile Internet Pro-
tocol Version – 6 (PMIPv6) as a standard technology for Evolved Packet Core (EPC) 
which is a 4th generation mobile communication technology, but since it has a cen-
tralized structure, it is arduous to apply to 5G, which requires handling of a substan-
tial amount of data traffic. Predominantly, the Internet Engineering Task Force (IETF) 
is working on the standardization of Distributed Mobility Management (DMM) tech-
nology by engendering a working group to assure the mobility of mobile contrivances 
for efficient distribution of the data. Considering that the network environment 
changes to different standards, it is much required to present a study on DMM consid-
ering configurations of 5G networks. Consequently, this paper discusses subsisting as 
well as possible variations of DMM architecture for 5G networks. 

 
1. Introduction 
 

Due to the rapid development of mobile communication and mobile In-
ternet, users are able to exchange data through smart phones anytime and 
anywhere as all the objects are connected to the network. According to sta-
tistics of the Ministry of Science and Technology, as of March 2018, the 
mobile traffic amounted to about 7047.5TB and the number of Long-Term 
Evolution (LTE) subscribers reached about 5,166,000 confirming that the 
number of mobile devices and mobile traffic increased rapidly in recent 
years [1] The 3rd Generation Partnership Project (3GPP) [2][3], which is a 
mobile communication standardization group, adopts Proxy Mobile Internet 
Protocol Version – 6 (PMIPv6) [4] [5] as a standard technology for Evolved 
Packet Core (EPC), which is a 4th generation mobile communication tech-
nology. But PMIPv6 is a centralized structure and is not capable enough to 
handle explosive data traffic [6] [7].  
For this reason, the Internet Engineering Task Force (IETF) is working on 
the standardization of Distributed Mobility Management (DMM) technology 
that disseminates mobile device data effectively and efficiently [8]. In addi-



tion, standardization and technology development for the next generation 
networks, i.e., 5G, is underway in the current 3GPP, and as the network en-
vironment changes to 5G, distribution of data planes and management of 
control planes become important requirements. In particular, Lee et al. [9] 
[10] proposed the DMM scheme that satisfies these corresponding require-
ments. However, there is a limited study in this direction.  Therefore, this 
paper analyzes the basic structure of 5G and analyzes and proposes variants 
for 5G DMM architecture based on the techniques proposed by Lee et al. 
[9]. 

 

2. Preliminaries and Related Works 

This section describes the basic structure of the 5G network and existing research 
for DMM and describes the DMM architecture proposed by Lee et al [9]. The stand-
ard terminology of 5G and terms used throughout this paper are given in Table 1.  

 

Table 1. The details of terms used in this article. 

Terms Meaning  

MN Mobile Node 

CN Corresponding Node 

MAAR Mobility Anchor and Access Router 

MCDB Mobility Context Database 

ABU Access Binding Update 

ABA Access Binding Acknowledgement 

MCReq Mobility Context Request 

MCRes Mobility Context Response 

RA Router Acknowledgement 

SMF Session Management Function 

AMF Access Management Function 

UPF User Plane Function 



AUSF Authentication Server Function 

ARPF 
Authentication Credential Repository and 

Processing Function 

 

2.1 5G Network 

5G is a next-generation network defined under standard processing in 3GPP to 
solve problems such as mobile devices and traffic increase. Considering the 
existing problems of wireless networks, the basic performance indicators de-
fined for the 5G are shown in Table 2 [6]. 

 

Table 2. Major performance indicators for 5G networks. 

Main performance Characteristic 

The perceived transmis-

sion rate 
100Mbps – 1Gbps 

Maximum transfer rate 10Gbps – 50Gbps 

Speed Up to 500Km/h 

Transmission delay ~ 1ms (radio interface) 

Connected device density 106– 107 per Km2 

Energy efficiency 50 to 100 times more efficient than IMT-A 

Frequency efficiency 5 to 15 times more efficient than IMT-A 

Capacity per area 1TB – 10TB/s/Km2 * 

 

The existing EPC comprises entities such as Mobility Management Entity (MME), 
Serving Gateway (S-GW) and Packet Data Network Gateway (P-GW). However, in 
the 5G core network, the entire network is defined through specialized network func-
tion, as shown in Figure 1. 



 
Figure 1. Core architecture and functional modules of 5G networks1. 

 
In the existing 4G network, the S-GW and the P-GW play roles of MN an-

chor, mobility management, and session management, and the MME and the 
HSS perform the role of mobility management state storage and authentica-
tion.  In the 5G network, AMF, SMF, and UPF perform functions such as 
access management, mobility management, session management, billing, and 
data processing. In addition, SEAF, AUSF, and ARPF are responsible for the 
MN's authentication and mobility management status. 

 
2.2 Lee et al.’s DMM architecture 
 
Lee et al [9]. proposed network-based DMM scheme, which is imple-

mented by distributing data through the tunneling of anchors accessed by 
the MN during handover. This makes data processing much more effi-
cient than traditional PMIPv6, where data is centrally processed. Since 
the control plane is managed separately through the MCDB that manages 
the MN's mobility context, the anchor does not have any burden on the 
control data. Figure 2 shows the network-based DMM as proposed by 
Lee et al [9]. 

 

                                                                 

1https://www.etsi.org/deliver/etsi_ts/133500_133599/133501/15.01.00_60/ts_133501v1501
00p.pdf 



 
Figure 2. Network-based DMM by Lee et al [9]. 

 
In this scheme, the handover of the MN is detected by MAAR, which is an  
Access Router (AR), and MAAR receives the MN's mobility information 
from the MCDB, thereby acquiring the MN's previous MAAR. Thereafter, 
tunneling is performed through the binding process with the previous 
MAAR, and data is forwarded through the formed tunnel. 
 
 
3. Proposed Approach: A variant of DMM for 5G networks 
 

In this section, DMM architecture for the 5G network is proposed and ana-
lyzed with its components. The separation of the data plane and control plane 
is also analyzed in this section of the paper. An exemplary overview of the 
proposed 5G-DMM architecture is shown in Figure 3. 



 
Figure 3. An overview of the proposed variant of DMM architecture for 5G 

networks. 
 
 

3.1 5 G-DMM structures and component analysis 
 
In the existing DMM scheme, MAAR acts as an anchor of MN's access 

network, but in 5G, the role of MAAR is subdivided so that three entities can 
be composed of one MAAR, which are 

 AMF: It manages the registration, access and mobility of the MN and 
delivers a session management message between the MN and the SMF. 
 SMF: It manages the session and IP of the MN, and charges the data 

generated in the UPF. 
 UPF: It is responsible for processing User Plane Data. 

 
The MAAR, which is composed of the above entities, requests the Mobility Con-
text of the MN to the MCDB when it detects the MN's handover. The Mobility 
Context contains MN's previous network prefix, the previous MAAR’s infor-
mation, and the current network’s prefix. The MCDB itself comprises two 
entities, namely, 



 
 AUSF: It serves as a proxy or authentication server to deliver MN's 

mobility and authentication information. 
 ARPF: It has MN's mobility information and authentication infor-

mation and acts as a certification server. 
 
Based on the Mobility Context received, the new MAAR performs tunnel-

ing with the previous MAAR in all access networks that MNs have visited 
previously. After that, the binding cache function updates the status of visited 
MAARs of the MN to Deprecated/Disable and updates itself to the active 
state. 

 
 
3.2 Control Plane 
The access and control data of 5G-DMM is managed by AMF and SMF among the 

entities constituting MAAR, and the mobility information and authentication information 
of MN are managed by AUSF and ARPF constituting MCDB. When the AMF detects 
the handover of the MN, it requests the MN's mobility information from the MCDB and 
informs the SMF of the received information. The AMF then performs tunneling with the 
MN's previous MAARs and informs the SMF of the tunnel negotiation information. The 
SMF informs the UPF of the information it has received from the AMF. At this time, the 
UPF knows the information of the previous UPFs that the MN has visited. In the 5G-
DMM, the AMF only processes data such as the MN's mobility information request and 
connection with the previous network, and the SMF can manage the control plane more 
effectively by processing the MN's IP settings and data with the UPF. 

 
 
3.3 Data Plane  
The data plane of the 5G-DMM is managed by the UPF that constitutes the 

MAAR. As illustrated in Figure 3, the data sent to MN can be sent via the UPF of 
the network that MN visited earlier to the current UPF on the network they are 
accessing.  The UPF knows the information of the previous UPFs through the 
information received from the SMF, and it requests forwarding the data transmit-
ted to the previous address of the MN to the current address through the tunnel 
with the previous MAARs formed through AMF.  The forwarded User Plane data 
is managed and processed by the UPF, and the UPF does not perform the pro-
cessing on the mobility information, thereby reducing the burden on the exces-
sively generated data. 

 



4. Conclusion and Future Research 
In this paper, Distributed Mobility Management (DMM) architecture felicitous 

for the 5G network environment was analyzed. Centralized mobility management 
is less efficient in performance because the centralized anchor participates in data 
forwarding and tunneling of the MN, which degrades the transmission rates as 
well as lowers the security. A DMM is required to manage mobile terminals as a 
substantial amount of traffic is expected to explode in the 5G environment. In the 
proposed 5G-DMM, the MAAR is subdivided into each function and the control 
plane and the data plane are individually processed, which is more efficacious in 
handling astronomically immense-scale data traffic. Future studies plan to design 
authentication and key exchange structures at the 5G DMM by studying its secu-
rity by analysis of standard 5G authentications and security architecture. Such a 
study of 5G networks where security and reliability are the most paramount can 
avail in developing secure and efficient solutions for the management of contriv-
ances with high and diverse mobility. 
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Abstract. Intelligent Video Surveillance (IVS) is becoming a prevalent way of 
keeping public and private places safe. Cloud computing enables video surveil-
lance systems to store video footage in the cloud and to find meaningful clues 
through intelligent analytics based on Big data. Despite the high demand for the 
cloud-based IVS systems, it is challenging for public agencies to manage the 
systems due to a lack of guidelines and standards. We propose a framework for 
the secure adoption and management of Cloud IVS by examining FedRAMP 
(Federal Risk and Authorization Management Program), a U.S Government 
program for safe and efficient deployment of cloud systems. Our framework is 
designed from the security and operational perspective. 

1   Introduction 

 Video surveillance systems have evolved into large-scale Intelligent Video Surveil-
lance (IVS) systems with IT paradigms such as Cloud computing, Big data, and Arti-
ficial Intelligent. Cloud computing enables video surveillance systems to store video 
footage in the cloud and to analyze it employing intelligent analytics [1]. IVS is wide-
ly used for a variety of purposes such as defense and residential security. According to 
a market forecast [1], the global market for IVS, broadly including video analytics, 
video content analytics (VCA), and intelligent surveillance reconnaissance (ISR), is 
expected to grow from $11891M in 2016 to $32188M by 2022. Fig.1 shows the glob-
al IVS market size by 11 vertical sub-markets. The IVS for defense is expected to 

                                                           
* This paper was supported by Institute for Information & communications Technology Pro-
motion(IITP) grant funded by the Korea government(MSIT)[2017-0-00207, Development of 
Cloud-based Intelligent Video Security Incubating Platform] and this research was supported 
by Basic Science Research Program through the National Research Foundation of Korea(NRF) 
funded by the Ministry of Education(NRF-2016R1D1A3A03918513). 
† Corresponding author. (namjepark@jejunu.ac.kr) 



have the highest market share over the entire period (especially 48.1% in 2022). The 
IVS for safe and smart cities is expected to be ranked next (especially 15.8% in 2022). 
The average growth rate of all the sub-markets is expected to be 18.1% for 8 years. 
 

 
Fig. 1. Global IVS market by vertical sub-markets from 2015 to 2022 [1]

Although there is a high demand for IVS from public agencies, it is still challenging 
to adopt and manage the Cloud IVS systems due to a lack of guidelines and standards.  
We propose a framework for Cloud IVS management by examining FedRAMP 

(Federal Risk and Authorization Management Program). FedRAMP has developed to 
provide a standardized approach to managing cloud products and services in federal 
agencies. Complying with FedRAMP, the agencies are able to rapidly adopt secure 
and cost-effective cloud systems [2]. We examine FedRAMP to develop a standard-



ized approach to not only operational processes but security requirements of Cloud 
IVS. The remainder of this paper is organized as follows. We review FedRAMP in 
Section 2. Section 3 designs the operational and security framework for the Cloud IVS 
management. Finally, the conclusion is presented in Section 4.  

2   FedRAMP 

FedRAMP is a U.S Government program to accelerate the adoption of secure cloud 
solutions [2]. FedRAMP standardizes the way of applying Federal Information Securi-
ty Management Act (FISMA) to cloud services. Complying with FedRAMP, Govern-
ment entities are able to reduce the cost of FISMA compliance and to secure sensitive 
data [3]. FedRAMP is governed by executive branch entities as shown in Fig. 2. 

 

 
Fig. 2. FedRAMP governance entities [3]

OMB (Office of Management and Budget) establishes federal policies for protection 
of cloud services. CIO (Chief Information Officer) council provides a guidance for 
ISIMC (Information Security and Identity Management Committee).  
NIST (National Institute of Standards and Technology) develops FISMA compliance 

and provides technical advisors and specifications. DHS (Department of Homeland 
Security) sets the continuous monitoring strategy and manages US-CERT (United 
States Computer Emergency Readiness Team) for incident response. FedRAMP GSA 
(General Services Administration) establishes RFI (Request for Information) as well 
as RFQ (Request for Quotation) for all the federal agencies.  
Among the stakeholders, GSA has the FedRAMP PMO (Program Management Of-

fice), which is responsible for the development and operation of FedRAMP program. 
The CIOs (Chief Information Officer) of DHS, GSA, and DoD are members of Feder-
al JAB (Joint Authorization Board). The JAB closely works with the FedRAMP PMO 



for the security assessment as well as authorizations of 3PAOs (Third Party Assess-
ment Organization) and CSPs (Cloud Service Provider).  
Since Cloud IVS provides an IVS technique as a service on cloud platforms, we are 

able to establish guidelines for the Cloud IVS by looking at the FedRAMP require-
ments.  

3 A Framework of Cloud IVS Management 

We design security and operational frameworks for the adoption and operation of 
Cloud IVS considering the FedRAMP requirements for the CSPs and 3PAOs. 

3.1 Operational framework 

For the secure and cost-effective operation of Cloud IVS, a systematic strategy 
across all phases is required. Once we have the systematic framework for the Cloud 
IVS management, we can reuse the framework whenever necessary.  

We define 5 phases of the operational process for Cloud IVS as shown in Fig. 3. 
 

 
Fig. 3. Operational process for the management of Cloud IVS

The first phase is to organize stakeholders and to define each role. The stakeholders 
can be divided into four groups such as CIVS-GEs (Cloud IVS Governance Entities), 
CIVS-SPs (Cloud IVS Service Providers), CIVS-3PAOs (Cloud IVS Third Assess-
ment Organizations), and public agencies.  

The CIVS-GEs are responsible to establish security and operational policies for 
Cloud IVS and to authorize the CIVS-SPs and CIVS-3PAOs [4]. The public agencies 
should comply with the policies by the CIVS-GEs when they adopt and manage Cloud 
IVS. The second and third phases are to authorize CIVS-3PAOs and CIVS-SPs. The 
CIVS-GEs should evaluate whether the CIVS-3PAOs have the ability to assess CIVS-
SPs based on the requirements. The authorized CIVS-3PAOs is responsible for the 
assessment of the CIVS-SPs in accordance with the contract clause with CIVS-GEs.  

The next phase is to adopt the Cloud IVS systems. The public agencies are respon-
sible to select the authorized CIVS-SPs and CIVS-3PAOs, and to prove that their 
systems are in compliance with the policies by CIVS-GEs.  



The last phase is to perform a continuous monitoring. The CIVS-SPs are responsi-
ble to assess security controls and to cooperate for the operational visibility, change 
control, and incident response [5].  

3.2 Security framework 

Security controls listed in NIST SP 800-53 [6] can be incorporated in the security 
framework for Cloud IVS as FedRAMP. The security controls are classified into 18 
groups including access control, contingency planning, media protection, maintenance, 
personnel security, risk assessment, program management, security assessment and 
authorization. Each of the 18 groups is given its own identifier and is managed with 
control baselines (low, moderate, and high).  

The CIVS-GEs can define suitable security controls for Cloud IVS at the first 
phase of the operational process. Once the security controls have been selected, the 
CIVS-SPs are able to assess the security controls for the continuous monitoring and to 
verify their qualifications.   

4  Conclusion 

IVS is widely used for the public purpose with intelligent analytics based on Cloud 
Computing, Big data, and Artificial Intelligence. For the secure and cost-effective 
adoption of Cloud IVS in public agencies, a standardized approach to managing the 
Cloud IVS systems are required. We have proposed a framework for Cloud IVS from 
the security and operational perspective. We defined 5 phases for the operational 
framework and described each phase through the role description of the stakeholders. 
For the security framework, we have suggested security controls also used in 
FedRAMP. We will specify our framework considering the type of IVS platforms and 
will extend the security controls for the Cloud IVS in the future. 
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Abstract. This paper investigates today’s teaching of creativity and the im-
portance of school teachers in such teaching and accordingly proposes a new 
model for training the teachers on creativity-teaching. Intelligent Information 
Technology is applied to a wide range of industries such as intelligent robotics, 
smart manufacturing and blockchain, and is giving rise to massive innovation in 
economy and society as a whole. Viewed in the context of such significance, 
ICT competencies and IIT are the subjects that should henceforth be addressed 
with importance in school education. 

1   Introduction 

For the prosperity in the 21st century that is evolving rapidly, students need more than 
what they have learned. In the future society, students must get used to ceaseless co-
operation, communication and problem solving, and it can be developed through so-
cial and emotional learning(SEL). The abilities developed through SEL along with 
technical competencies that have been demanded traditionally will help students suc-
ceed in the rapidly evolving society, and they are regarded as the core competencies of 
the creativity education of the new era. The 16 important competencies for SEL are 
the 6 “foundational lieracies” including Litercy, Numeracy, and 10 abilities called as 
"competencies” or “character qualities”. For SEL, childhood is a crucial period. Chil-
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dren accept SEL best and the strategies targeting children in this stage can have a 
lasting influence on their whole life while social and emotional skills can be taught to 
all classes. There are 30 strategies to develop 16 competencies defined by SEL. In this 
paper, the class model was proposed based on SEL to help elementary school students 
develop creativity and study. 
 

 
Fig. 1. SEL-based Learning Strategies to Creativity Education Development. 

2   Theoretical Background 

2.1 Teaching of Creativity  
 
The world today is heading for a system marked by unlimited competition and as such 
greater creativity and innovation are in demand. In the context thereof, creativity has 
been variously defined by researchers and refers, on the whole, to an individual’s 
ability to utilize the basic knowledge about his/her chosen field of expertise to create a 
product that is useful to the society to which he/she belongs.    

Meanwhile, the concept of teaching creativity (hereinafter, “creativity-teaching”) as 
a way of teaching in relation to creativity can be viewed in roughly three ways[6]. 
First, creativity-teaching may refer to teaching about creativity, meaning teaching that 
helps students become aware of the importance of creativity by leading them to learn 
about the concept of creativity, development process, etc. Second, creativity-teaching 
may alternatively refer to teaching creatively, which entails the use of a new and orig-
inal approach to make the learning of certain subjects more interesting and effective. 
Last, creativity-teaching points to teaching for creativity, where education guides 
students to self-awareness of their own potential creativity and helps them use such 
creativity as a stepping stone towards producing creative outcomes. The three forego-
ing ideas overlap with one another rather than being separate notions; however, insti-
tutional endeavors for creativity-teaching should especially focus on establishing im-
plementation strategies for and investigating ‘teaching creatively’[3].  
 



2.2 ICT Competencies and Intelligent Information Technology 
 
ICT competencies basically refer to one’s ability to search and use information/data 
by utilizing information and communication technology (ICT). More concretely, ICT 
competencies point to a set of skills that allow one to recognize all necessary infor-
mation, understand where such information is located, be able to gain access to the 
best possible source, identify the necessary information within the source and collect 
and systematically organize it, and apply the outcomes therefrom to problem-
solving[7]. As previously mentioned, ICT competencies are being considered one of 
the essential competencies along with creativity for preparing against future society.  
   In relation to the mentioned ICT competencies, intelligent information technologies 

refer to a set of skills where IIT and data utilization skills are employed to materialize 
the high-level human information processing capabilities (e.g., cognition, learning, 
reasoning, etc.)[8]. Nowadays IIT is applied to a wide range of industries such as 
intelligent robotics, smart manufacturing and blockchain, and is giving rise to massive 
innovation in economy and society as a whole[9]. Viewed in the context of such sig-
nificance, ICT competencies and IIT are the subjects that should henceforth be ad-
dressed with importance in school education. 

3   Creativity Education Training Program Development Process 

The creativity-teaching training model for school administrators (the topic of this 
paper) was invented based on the ADDIE framework which consists of five phases, 
i.e., analysis, design, development, implementation, and evaluation, that constitute an 
actual process common to instructional systems design (ISD). This study introduces 
the process, with focus on the analysis, design, and development phases[5].   
 
3.1 Analysis 
  
What is important in this phase is the analysis of the learner and of the task[19]. To 
address these, review was conducted on studies about school administrators’ aware-
ness of creativity-teaching and the extent to which the administrators demand training 
thereupon, and literature on creative teaching methods and the latest IC and II tech-
nologies. The literature review so conducted is broad in scope based not only on re-
search databases but on various books and newspaper articles as well.  
 
3.2 Design 
 
The design phase is where an instructional design (document) is created addressing 
how the content identified in the analysis phase should be taught, and where plans 
regarding teaching and learning strategies, learning time, learning materials, etc. are 
established[5]. To that end, the study actually implemented major creative-teaching 
methods as the learning strategies, by which the participants were led to experience 
creative-teaching techniques more naturally while receiving the training. In terms of 



the learning materials, the training program aggressively utilized as the learning mate-
rials the facilities in the study site (Jeju) where the training took place in parallel with 
classroom lectures. The inclusion of the facilities as a venue for hands-on activities 
was part of the study design where further internalization of the attained knowledge 
was intended for the administrators.  
 
3.3 Development 
 
Based on the implemented analysis and design phases, the development of the training 
program was undertaken. In the development of training materials, various experts in 
creative-teaching methods, ICT and IIT participated, and the lecture notes and learn-
ing materials produced by them were used to issue a training sourcebook[5]. Further-
more, a questionnaire was composed to examine the trainees’ satisfaction and training 
effectiveness. The instrument was designed such that not only multiple choice ques-
tions but also open-ended ones were included so the respondents could freely state 
their opinions about the training. 

4   Result of Training Program Development 

The analysis phase came up with the following results. First, the analysis of the rele-
vant literature on the learners’ (school administrators’) awareness of creativity-
teaching and levels of their demand for the training showed that the administrators 
rated ‘knowledge about teaching/learning and evaluation methods regarding creativi-
ty-teaching’ as the most important in the training. Hence, the focus was placed on 
teaching/learning and evaluation methods for creativity-teaching. And to this end, 
creative teaching methods to be addressed during the training were selected based on 
discussions between the experts and the results of literature review. Table 1 lists a 
brief summary of the teaching/learning methods.  
 

Table 1. Major creative teaching techniques employed for the training 
 
Teaching/ Learn-

ing technique 
Details 

Visual thinking A method by which the learner expresses and documents infor-
mation and ideas using both texts and images 

Paper sculpture 
A technique where ideas are recorded on index cards, followed 
by arrangement of the cards and organization of related cards 
into groups  

Chavrusa Pairing-up of peers encouraging debate and discussion towards 
learning 



Role-playing 
A method wherein learners assume different roles and interact 
with one another representing respective points of view so as to 
attain knowledge or adopt an attitude 

Gamification Applying game-related techniques to learning so that learners 
can be led to immersion  

PMI technique 
A technique where learners examine the plus, minus, and inter-
esting aspect about an idea before deciding on the best possible 
idea  

 
Second, in terms of training content, the topics listed in Table 2 were selected fol-

lowing the analysis of research literature on creativity-teaching and the meetings of the 
experts. The selection of content considered primarily the novelty and timeliness 
found in each topic. In the training-design phase, features of the aforementioned crea-
tive teaching methods were taken into consideration and were implemented appropri-
ately for each part of the training content. The training courses were accordingly de-
signed as shown in Table 2. Moreover, the trainees were given choices about a 
course(s) they would like to take. 
 

Table 2. Main training content and course details 

Topic Course details 

Core principles 
for and ethics of 
AI 

Content: Learning about the principles of artificial intelligence 
(AI) through unplugged activities; today’s emerging ethical issues 
relating to AI 

Option 1: Core AI principles and ethics using visual thinking  

Option 2: Core AI principles and ethics using paper sculptures  

Hyper 
connectivity 
communications 
for the future 

Content: A communication technology aiming at accomplishing 
communication and interaction between people and things in close 
connectivity  

Option 1: Hyper connectivity communications in the future using 
the Chavrusa technique  

Option 2: Hyper connectivity communications in the future using 
role-playing 

Future cloud 
computing and 
security  

Content: Searching cloud computing technology for data storage 
and security technologies  

Option 1: Future cloud computing and security using gamification 



Option 2: Future cloud computing and security using the PMI 
process 

4  Conclusion 

The purpose of this paper was to present the process and result of developing a train-
ing model that was designed specifically for school administrators on teaching of 
creativity (“creativity-teaching”). The development was materialized using the ADDIE 
process, and the training content was organized based on the analysis of relevant liter-
ature and discussions held between professionals who specialize in information and 
communication (IC) and education. Results of the development showed that the train-
ing program includes a wide range of creative teaching methods which were imple-
mented for the novel and timely intelligent information technology (IIT) principles 
that emerged in recent years, thereby ensuring creative learning takes place in the 
school administrators spontaneously. Furthermore, resources of the study site were 
utilized for the program so the trainees’ hands-on activities relating to creativity-
teaching could bring in effectiveness. 
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Abstract. In general, the stability problem of rectangular frameworks 
consisting of rectangular array of girder beams and riveted joints is determined 
by the connectivity of the bipartite graph. In this paper, we study how to solve 
the stability problem using the rank of the matrix induced by the rectangular 
framework. 

1   Introduction  

Many buildings are maintained by steel frame structures consisting of rectangular 
array of girder beams and welded or riveted joints. Especially, this is the case when 
designing high-rise buildings. However, for many reasons, these structures are treated 
as planar structures with pin-joints rather than rigid welds when joining the beams 
together. The simplest form is a rectangle consisting of four beams and four pin-joints 
(see, Fig. 1). 

 

 
Fig. 1. Simplest form of rectangular framework(Wilson & Wakins, 1990) 

This structure is unstable because it can be easily deformed under sufficiently high 
loads as Fig. 1. For the stability of the structure, it must be braced by extra beam. In 
the case of larger structure (Fig. 2.) containing many rectangular cells, it is possible to 
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ensure the rigidity by attaching support rods (extra beams) to all the rectangular cells, 
but it is costly in terms of economy. 

 

 
 

Fig. 2. Rectangular framework with many cells 
 

Here, we can have the following two mathematical problems. 
 
The rigidity problem: whether the rectangular framework with bracings is rigid or 

not. 
Optimization problem: what is the minimum number of braces when the braced 

rectangular framework is rigid.  
 
It is well known that the above problem can be solved with the connectivity of the 

bipartite graph induced by a braced rectangular framework (see, Bolker & Henry, 
1997; Graver, 2001; Lee, Kwon & Choi, 2016; Laine, 2006; Servatius, 1995; Wilson 
& Wakins, 1990). 

In particular, in Lee, et al. (2016), the rigidity of a rectangular framework is 
verified in more detail by using the relationship between the connectivity of the 
bipartite graph induced by given rectangular framework and the variation of angles of 
parallelograms constituting the rectangular framework.  

In this paper, we study how to solve the stability problem using the rank of the 
matrix induced by the braced rectangular framework. 

2 On the Bracing Rectangular Frameworks 

Let Rmn be a m x n rectangular framework with bracings. For each i, j(1 i m, 1 j  
n), we let ij be the angle of the upper left corner of the parallelogram that lies in the i-
th row and j-th column of Rmn (See, Fig. 5). If ij = 90 for each i, j(1 i m, 1 j  n), 
then the rectangular framework Rmn is rigid. Notice that the angle of the upper left 
corner of a parallelogram with bracing is 90. In Fig. 5., 11 = 14 = 22 = 23 = 31 = 

34 = 90, to determine the rigidity of the framework, we have to examine the 
remaining corner angles are also right angle.  



 

 
 

Fig. 5. The upper left corner angles in rectangular frameworks 
 

The following lemma plays an important role in our approaches. 
 

Lemma 2.1. Let Rmn be a m x n rectangular framework. For each i, j(1 i m, 1 j  n), 
we have  

 
 

Proof. This is because the torsional motion of a rectangular framework is eventually 
depend on the torsional motion of the parallelograms that make up each cell in 
rectangular framework. 
 

In Fig. 5, we have the following equations. 
 

,   
 

Equivalently, 
  

(2.1)                               FY = O, 
 
Where O is zero matrix,  
 

 
 
with 
 



, 
 
and  
 

 
 

Equivalently, if we consider bracings in Fig. 5., then we have  
 
(2.2)                             FR X = B, 

 
where  

 

, 
 

, and  
 

 
 

Clearly, the system (2.2) of linear equations is consistent. In particular, for all i, 
j(1 i 3, 1 j 4), ij = 90 is a solution of the system. Thus we have that the 
rectangular framework in Fig. 5. is rigid if and only if the rank of the matrix FR is 6. 
But since rank(FR)=5, the rectangular framework in Fig.5. is not rigid. 

In general, for a rectangular framework Rmn, we have the following equations; for 
each i=1,2, … , m-1, 



 
 
Equivalently, we have  
 
 
(2.3)                               FY = O, 
 
where  
 

 
 
with  
 

, 
 

, and  
 
Now, if we consider the bracings of given rectangular framework Rmn, then we have 
the following system of linear equations from (2.3),  
 
(2.4)                             FR X = B, 
 
where  
 

 FR is the matrix obtained by deleting ij columns in F corresponding to braced 
parallelograms in Rmn. 
X is the matrix obtained by deleting ij columns in Y corresponding to braced 

parallelograms in Rmn. That is to say, X is determined by non-braced 
parallelograms in Rmn. 



B is the matrix obtained by deleted ij columns in F corresponding to braced 
parallelograms in Rmn. 

 
Theorem 2.2. Let Rmn be a m x n (m, n 2) rectangular framework. Then Rmn is rigid 
if and only if the rank of FR is the number of columns of FR. 
 
Proof. Clearly, the system FR X = B of (2.4) is consistent. Thus we have that the rank 
of FR is equal to the number of columns of FR if and only if the system FR X = B has 
only one solution, say X = t. 
 
Corollary 2.3. Let Rmn be a m x n (m, n 2) rectangular framework. Then m+n-1 is 
the minimum number of supports for R to be rigid. 
 
Proof. Notice that  
 

 
 
This completes the proof. 
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Abstract. Recall two important cryptographic primitives. Strong designated verifier signature
(SDVS), which is an almost anonymous signature that can be verified only by the designated

receiver, and signcryption, which is a hybrid cryptographic primitive that offers functionality of

digital signature as well as that of encryption in a single phase. Applications of SDVS have been

observed in many privacy-preserving algorithms including those for cloud security. Signcryp-

tion is useful for electronic transactions where authentication and privacy are desired together,

for example in secure routing, multicast key distribution etc. However, in a usual SDVS, the

message is always sent with the signature, which is not desired for some classified messages.

Instead, to ensure the confidentiality of the message an encryption can be used. To address this

issue, in this paper, we have combined these two primitives, Strong designated verifier signa-
ture (SDVS) and signcryption to propose a condensed construction of strong designated verifier

signcryption (SDVSigncryption) which achieves message confidentiality and can be verified

only by the intended recipient. The scheme fulfils all the security properties of the individual

components. The proposed scheme is also adaptively unforgeable against chosen message at-

tack and chosen identity attack under the standard assumption, Computational Bilinear Diffie-

Hellman Assumption (CBDHA). Moreover, the scheme is well suited for the environments

where less computational cost with strong security is prime concern.

1 Introduction

As fast the electronic communication is outreaching to the sensitive domains of our daily life, their

security requires highest attention. At the basic level, the fundamental security properties like con-

fidentiality, authentication, integrity, non-repudiation, access control etc. are necessarily important

for a secure communication. In general, confidentiality and access control can be achieved by an en-

cryption scheme and rest of the properties can be achieved by digital signature using a hash function.

But, there may be situations where all these properties are required simultaneously. Signcryption is

an important cryptographic primitive which achieves the properties of both a digital signature and

an encryption scheme in a compact algorithm. But if the signature scheme inbuilt in the signcryption

is a regular signature, then authenticity of the communication can be checked publicly, which may

not be desired in various applications for example in communication of a sensitive report to a news

agency. For such a situation and for similar applications, a signcryption is also required to be anony-

mous (achieving sender’s annonymity) and designated verifier. To achieve the required features in

such communications, in this paper we formalize the definition and concrete scheme of strong des-

ignated verifier signcryption scheme, we call it SDVSigncryption, on the identity(ID)-based setting

using the functionalities of bilinear pairings.

1.1 Related work

In 1984, Shamir[21] suggested the seminal idea of ID-based cryptography to eliminate the burden

of key management. The first practical and provably secure ID-based encryption scheme was real-

ized by Boneh and Franklin in 2001 [2] by the means of functionality of Weil pairing. Since then



application of bilinear pairing have been explored vastly in construction of many cryptographic pro-

tocols [3,12,8,15,9]. The notion of ID-based signcryption scheme was introduced in 2002 [16], to

achieve the low computational cost for the ‘sign-then-encrypt’ or ‘encrypt-then-sign’ procedure on

ID-based setup. However, Libert et al. [15] pointed out security flaws in [16] that the scheme [16] is

not semantically secure as the verification requires private key of user or zero knowledge interactive

protocol without disclosing the receiver’s secret key. To overcome this weakness they proposed three

provably secure ID-based signcryption schemes [15]. They claimed that all the proposed schemes

are semantically secure under the random oracle model. Soon after the proposal, Chow et al. [10]

observed a shortcoming in [15] and proposed a construction to fulfil the gap. The first multipurpose

signcryption was proposed in [4]. Chen et al. [7] claimed that the scheme in [4] is not efficient

for many practical applications and proposed provably more secure and efficient scheme. they also

improved the efficieny of [4]. Till 2005, the most efficient scheme was due to Barreto et al. [1]. In

2009, Yu et al. [25] introduced the first ID-based signcryption scheme secure in the standard model.

Since then, a wide range of study and research have been taken place in this topic [26,27,20].

Chow et al. [10] proposed the signcryption scheme with public verifiability property secure under

the hardness assumption of computational Diffie-Hellman problem. For various real world practical

applications, the public verifiability property of a signature scheme may be undesirable to share sen-

sitive information between the parties. To overcome such situation, the signer needs to bind a verifier

with control over verification process. Chaum et al. [6] introduced the idea of undeniable signature

which grants a signer to have full control over the verification. In this concept, the verification re-

quires participation of the signer, in order to avoid undesirable verifiers getting convinced of the

validity of the signature. To improve this shortcomings, Jakobsson et al. [13] proposed the concept

of designated verifier signature (DVS) at Eurocrypt’96. In 2003, Saeednia et al. [19] introduced the

property of strongness and proposed the first strong designated verifier signature (SDVS) scheme.

The property strongness refers to the anonymity of the signer, in the sense that a SDVS from signer

Si to designated verifier Vi is indistinguishable from a SDVS from signer S j to designated verifier

Vj, for i �= j. Recently, [22] introduced an efficient SDVS using ID-based setting. This scheme was

strongly existentially unforgeable against adaptive chosen message and adaptive chosen identity at-

tack under the hardness of the computational bilinear Diffie-Hellman problem. Moreover, they also

provided the formal security proofs of unverifiability and strongness of the proposed scheme. Their

scheme was more efficient in the view of computation and operation time than the existing other

similar schemes. Some useful applications of the proposed scheme in E-Tendering and Electronic

Health Record have been discussed in the full version of this paper.

1.2 Our Contribution

In this paper we present the definition and concrete construction of ID-based SDVSigncryption from

bilinear pairings. The proposed scheme is unforgeable against adaptive chosen message and adaptive

chosen identity attack under the computational bilinear Diffie-Hellman assumption. Additionally, we

do an efficiency comparison and show that the proposed scheme is more efficient than the existing

similar schemes.

1.3 Outline of the Paper

The reminder of this paper is organized as follows. Section 2 explains some basic definitions, as-

sumptions and mathematical problems. Section 3 describes the generic model of id-based strong

designated verifier signcryption (ID-SDVSigncryption) scheme and its security. In 4 our proposed

ID-SDVSigncryption is presented. In Section 5 the security of our scheme is briefly addressed and

in Section 6 we do an efficiency comparison of our scheme with some existing similar schemes.

Finally a conclusion of our result is presented in Section 7.

2



2 Preliminaries

In this section, we put forward some mathematical definitions, problems and assumptions.

A probabilistic polynomial time (PPT) algorithm is a probabilistic/randomized algorithm that runs in

time polynomial in the length of input. We denote by y← A(x) the operation of running a randomized

or deterministic algorithm A with input x and storing the output to the variable y. If X is a set,

then v $← X denotes the operation of choosing an element v of X according to the uniform random

distribution on X . We say that a given function f : N→ [0,1] is negligible in n if f (n)< 1/p(n) for

any polynomial p for sufficiently large n [17]. For a group G and g ∈ G, we write G = 〈g〉 if g is a

generator of G.

Definition 1 (Bilinear Pairing).
Let G1 be an additive cyclic group and G2 be a multiplicative cyclic group. Let both the groups have
the same prime order q. A map e : G1×G1→ G2 is called a cryptographic bilinear map or a pairing

if it satisfies the following properties:
Bilinearity: For all a,b ∈ Z

∗
q, e(aP,bP) = e(P,P)ab, or equivalently, for all Q,R,S ∈ G1, e(Q+

R,S) = e(Q,S)e(R,S) and e(Q,R+S) = e(Q,R)e(Q,S).
Non-Degeneracy: There exists Q,R ∈ G1 such that e(Q,R) �= 1. Note that since G1 and G2 are

groups of prime order, this condition is equivalent to the condition g := e(P,P) �= 1, which again is
equivalent to the condition that g := e(P,P) is a generator of G2.

Computability: There exists an efficient algorithm (like Miller’s algorithm [18]) to compute e(Q,R)∈
G2 for all Q,R ∈ G1.

Definition 2 (Computational Bilinear Diffie-Hellman Problem (CBDHP)). For any a,b,c ∈ Z∗q ,

given aP,bP,cP ∈ G1, where G1 is an additive cyclic group with generator P, the Computational
Bilinear Diffie-Hellman Problem (CBDHP) is to compute e(P,P)abc.

Definition 3 (Computational Bilinear Diffie-Hellman Assumption (CBDHA)). Let Advλ(A) be

the advantage that an algorithm A has in solving the CBDH problem. It is defined as the probability

that the algorithm A computes e(P,P)abc on input (λ,G1,G2,e,P,aP,bP,cP), where λ is the security

parameter, G1,G2,e are as defined above, P is a random generator of G1, a,b,c are random elements

of Z∗q . Then the CBDH assumption is that Advλ(A) is negligible for all efficient algorithms A .

3 ID-Based Strong Designated Verifier Signcryption Scheme
(ID-SDVSigncryption)

This section formalize the generic model of an ID-SDVSigncryption scheme and security properties

for it as follows:

3.1 ID-SDVSigncryption Scheme

An ID-SDVSigncryption scheme consists of the following algorithms:

1. params← Setup(λ): Given a security parameter λ this algorithm outputs a master secret s, which

is kept confidential and the public parameters params, which is publicly known.

2. (QID,SID)← KeyExtract(ID,params): For an ID, the private key generator (PKG) outputs key

pair (public key, private key) (QID,SID) using params.

3. σ← DVSigncrypt(SIDS ,QIDV ,params,m): A randomized algorithm run by the signcrypter. It

takes the signcrypter’s private key SIDS , the designated verifier’s public key QIDV , public param-

eters params, message m, and outputs a ID-SDVSigncryption σ.

4. m← DVUnsigncrypt(SIDV ,QIDS ,σ,params): A deterministic algorithm run by the verifier. It

takes verifier’s secret key SIDV the signcrypter’s public key QIDS , an ID-SDVSigncryption σ, pub-

lic parameters params and outputs the message m if the ID-SDVSigncryption is valid, otherwise

⊥.
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5. σ̂← DVTrans(SIDV ,QIDS ,QIDV ,m): A deterministic algorithm run by the verifier. It takes veri-

fier’s secret key SIDV , and public keys QIDS and QIDV of the signcrypter and designated verifier

and a message m to generate a ID-SDVSigncryption σ̂.

3.2 Security Properties for ID-Based Strong Designated Verifier Signcryption Scheme

This section provides the formal security properties for an ID-SDVSigncryption scheme as follows:

1. Correctness: This property holds between signcrypter and designated verifier. The signcrypter

IDS computes the correct signcryption σ on a message m which can be easily verified by the desig-

nated verifier IDV . That is,

Prob[1← DVUnsigncrypt(SIDV ,QIDS ,m,DVSigncrypt(QIDV ,SIDS ,m))] = 1

2. Unforgeability: In this model, an adversary A playing against the signcrypter, tries to forge the

proposed signcryption scheme. The adversary A has been given the oracle path to ask Extraction

queries, Hash queries and Signcryption adaptively. The goal of adversary A is to develop a valid

signcryption (say σ∗) on a new message (say m∗) for the chosen ID (say ID∗ �= ID). To show the

inability of adversary in doing so, we show that if the adversary A succeed in forging the proposed

ID-SDVSigncryption scheme, then there is another adversary B who, following the oracle access

to B , solve the DBDHP.

3. Confidentiality: As an encryption scheme is inherently associated with a signcryption, the secu-

rity of the encryption is required to be achieved for a secure signcryption. Confidentiality is the

best known security property of an encryption scheme in cryptography, which has been defined to

be achieved by the means of the property of indistinguishability.

4. Non-transferability: The non-transferability property of an ID-SDVSigncryption scheme refers

that it is infeasible for any PPT adversary A to decide whether σ was produced by the signcrypter

or by the designated verifier, even if A is also given the private keys of the signcrypter and the

designated verifier. In other words, the designated verifier cannot prove to an outsider that the

signcryption is actually generated by the signcrypter.

5. Strongness: The strongness property of an ID-SDVSigncryption scheme refers to the fact that

a signcryption σ (which was actually produced by the signcrypter S for the verifier V ) could have

been produced by any third party S∗ other than S, for some designated verifier V ∗ other than V .

Remark 1. The detailed definitions of security properties and the description of the security games

associated to the corresponding security models have been omitted due to the page constrained. All

the security definitions and games are described in the full version of this paper.

4 Proposed Scheme

The proposed ID-SDVSigncryption scheme is as follows:

Setup: In this phase, PKG on input security parameter λ, generates the system’s master secret key

s ∈ Z
∗
q and the system’s public parameters params = (λ,G1,G2,q,e,H1,H2,H3,P,Ppub), where G1

is an additive cyclic group of prime order q with generator P, G2 is a multiplicative cyclic group of

prime order q, e : G1×G1 −→ G2 is bilinear pairing as defined in section 2, H1 : {0,1}∗ −→ G1,

H2 : {0,1}∗ ×G1 −→ Z
∗
q and H3 : G2 −→ {0,1}∗ are cryptographic secure hash functions and

Ppub = sP ∈ G1 is system’s public key.

KeyExtract: In this phase, on input public parameters Ppub, the PKG calculates public key as

QID = H1(ID) ∈ G1 and its associated secret key as SID = sQID ∈ G1, for a user with ID ∈ {0,1}∗.

DVSigncrypt: To signcrypt a message m ∈ {0,1}∗ for designated verifier V , the singcrypter S
chooses r,u $← Z

∗
q and computes

– U = rQIDS ∈ G1; and R = uP
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– h = H2(m,U) ∈ Z
∗
q;

– V = (r+h)SIDS ∈ G1;

– T = e(uPpub,QIDV );
– α = H3(T )⊕ (IDS ||m);
– σ = e(V,QIDV );
The ciphertext is (U,R,α,σ).

DVUnsigncrypt: On receiving (U,R,α,σ), the designated verifier V recovers the original message

m and verifies its validity as follows:

– T = e(R,SIDV )
– (IDS||m) = α⊕H3(T ).
– h = H2(m,U) ∈ Z

∗
q

and adopt the signature if and only if the following equality holds:

– σ = e(U +hQIDS ,SIDV )

DVTrans: The designated verifier V chooses r̂, û $← Z
∗
q and computes

– Û = r̂QIDS ∈ G1;

– R̂ = ûP ∈ G1;

– ĥ = H2(m,Û) ∈ Z
∗
q;

– V̂ = (r̂+ ĥ)QIDS ∈ G1; and

– T̂ = e(R̂,SIDV );

– α̂ = H3(T̂ )⊕ (IDS ||m);
– σ̂ = e(V̂ ,SIDV ).

5 Analysis of the Proposed Scheme

5.1 Correctness of the Proposed Scheme

e(U +hQIDS ,SIDV ) = e(rQIDS +hQIDS ,sQIDV )

= e((r+h)SIDS ,QIDV )

= e(V,QIDV )

= σ .

5.2 Unforgeability

The proposed ID-SDVSigncryption scheme is unforgeable which is established by the following

theorem:

Theorem 1. For a security parameter λ, if there is a PPT (qH1
,qH2

,qH3
,qE ,qS,qU , t,εA(λ))-adversary

A given only the public parameter as input. If A can forge the proposed ID-SDVSigncryption scheme
in polynomial time t with a non-negligible success probability εA(λ). Then there exists another PPT
adversary B which solves an instance of CBDHP with advantage at least

εB(λ)≥
(

1− 1

q2

)(
1− 2

qH1

)qE+qU
(

1− 2

qH1
(qH1
−1)

)qS
( 2

qH1
(qH1
−1)

)
εA(λ)

in time at most

t ′ ≤ (qH1
+qE +5qS +qV )SG1

+(2qS +2qV )Pe +qSOG1
+OG2

+SG2
+ t

where SG1
(resp. SG2

) is the time taken for one scalar multiplication in G1 (resp. G2), OG1
(resp.

OG2
) is the time taken for one group operation in G1 (resp. G2), and Pe is the time taken for one

pairing computation.
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Remark 2. The detailed proof of all the security properties: Unforgeability, Confidentiality, Non-

transferability and Strongness have been omitted due to the page constrained. The full version of

this paper can be referred for the detailed proofs of all the properties.

6 Efficiency Analysis

In this section we do an efficiency comparison of our proposed scheme with the existing similar

schemes. For the computation of operation time in pairing-based scheme, to achieve the 1024-bit

RSA level security, Tate pairing defined over the supersingular elliptic curve E = Fp : y2 = x3+x with

embedding degree 2 was used, where q is a 160-bit Solinas prime q = 2159 +217 +1 and p a 512-bit

prime satisfying p+1 = 12qr, using MIRACL [?], a standard cryptographic library, and the hard-

ware platform is a PIV 3 GHZ processor with 512 M bytes memory and the Windows XP operating

system. To compute the operation time in various schemes in the below table, we use the operation

time for one bilinear pairings (P) which is 20.04ms, for one map-to-point hash functions (H) which

is 3.04ms, for one modular exponentiation (E) which is 5.31ms, for one scalar multiplication (SM)

it is 6.38ms. The consequent operation time is denoted by (OT). For the computation of operation

time, we have referred the methods adopted in [5,11]. From the table 1 it can be observed that the

proposed scheme is more efficient in the view of computation with compare to the existing similar

schemes [16,24,14,23].

Scheme SM E H P OT(ms)

Malone-Lee [16] 3 0 0 1 39.18

Yu et al. [24] 0 4 0 1 41.28

Lal et al. [14] 0 6 0 1 51.90

Shen et al. [23] 0 6 0 0 31.86

Our Scheme 4 0 0 2 65.60

Signcryption

Scheme SM E H P OT(ms)

Malone-Lee [16] 0 1 0 4 85.47

Yu et al. [24] 0 3 0 3 76.05

Lal et al. [14] 0 1 0 3 65.43

Shen et al. [23] 0 2 0 5 110.82

Our Scheme 0 0 0 2 40.08
Unsigncrypt

Scheme Sign Verification Total

Malone-Lee [16] 39.18 85.47 124.65

Yu et al. [24] 41.28 76.05 117.33

Lal et al. [14] 51.90 65.43 117.33

Shen et al. [23] 31.86 110.82 142.68

Our Scheme 65.60 40.08 105.68
Overall Operation Time (in ms) of

Schemes
Table 1: Efficiency Comparision

7 Conclusion

We have proposed an identity-based strong designated verifier signcryption (ID-SDVSigncryption)

scheme. The proposed scheme is adaptive unforgeable and achieves confidentiality under the hard-

ness assumption of computational bilinear Diffie-Hellman problem (CBDHP). Furthermore, compu-

tational cost and operation time of our scheme is significantly less than the existing similar schemes

with offering additional features. Lastly, some applications of the proposed scheme are also sug-

gested.
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Abstract. In recent years, machine learning has been widely used in data anal-

ysis for predicting models, such as face/pattern recognition, image processing,

simultaneous interpretation and speech recognition. However, these massive data

are sensitive, which raises privacy concerns. Therefore, to protect the data pri-

vacy, in this paper, we design a scheme for securely training machine learning

model on the jointed data that provided from different sources. Our scheme falls

in the two-server-aided model and allows one server to conduct most of computa-

tions, and another server to provides auxiliary computation. We prove the security

of our scheme in the semi-honest model.

Keywords: privacy-preserving · outsourcing computation · machine learning.

1 Introduction

Machine learning has became an indispensable tool for learning/mining knowledge

from massive data in recent years. Due to the openness of cloud computing platform

data resources and the clouds are not fully trusted, machine learning has aroused data

privacy concerns. For example, images data, medical health data and credit recordings

may contain personal sensitive items—users’ face, medical history, your consumption

record. If these data leaked, attackers can learn/mine some “knowledge” from these data

and use “knowledge” illegally. This may lead to economic loss or personal safety. Con-

sequently, data privacy and confidentiality is necessary to be protected when processing

machine learning related outsourcing computations [1, 8, 10, 11]. One way to preserve

the data privacy and confidentiality is to pre-process the data by using cryptographic

methods before uploading it to the server [2, 5, 6, 9].

In this paper, we focus on machine learning model for training neural networks over

combining data from different sources and utilize the two-server-aided model. There are

two phases included in our proposed scheme: in the setup phase, multiple users secretly

share and encrypt their data among two non-colluding and independent cloud servers;

in the training phase, based on the jointed data, two non-colluding and independent

� This work was supported by Guangzhou scholars project for universities of Guangzhou (No.

1201561613).
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cloud servers train neural network models and get nothing except the trained model.

Specifically, the main contributions of this paper are summarized as follows:

– Our scheme is designed to conduct the data encrypted under different public keys

and to preserve the data privacy of users. Users only perform the encryption/decryption

operation.

– Our scheme is divided into two independent phases: setup phase and training phase.

Two non-colluding cloud servers only perform the computation operation in train-

ing phase.

– To efficiently compute the active function, we use secure multi-party computation

(MPC) as the key technique and the weight vector can be treated as weight matrix

for multiple input vectors.

2 Preliminaries

BCP Homomorphic Encryption [4]. In this paper, to realize the privacy-preserving

machine learning over the jointed data, we take the BCP cryptosystem as our encryption

scheme, which consists of the following algorithms.

1) (pp,msk)← ParaGen(1κ): the parameter generation algorithm takes as input a se-

curity parameter κ , and outputs the master key msk = (p′,q′) and the system’s

public parameters pp = (N,k,g): let N = pq be a safe prime RSA-modulus with

bit-length κ , where p = 2p′+1 and q = 2q′+1 for distinct prime p′ and q′. Given a

value g∈Z∗N2 with order pp′qq′ such that gp′q′ ≡ 1+kN (mod N2) for k∈ [1,N−1].

2) (sk,pk)← KeyGen(1κ): given a random element a ∈ ZN2 and set h = ga mod N2,

the key generation algorithm returns the public key pk = h and the private key

sk= a.

3) (A,B) ← Enc(pp,pk)(m): encryption algorithm outputs a ciphertext (A,B), where

A = gr mod N2 and B = hr(1+mN) mod N2.

4) m← uDec(pp,sk)(A,B): user decryption algorithm returns message m as m=
B

Aa−1 mod N2

N ,

or the special symbol ‘⊥′ if it is an invalid ciphertext.

5) m←mDec(pp,pk,msk)(A,B): master decryption algorithm outputs message m or the

special symbol ‘ ⊥′ if it is an invalid ciphertext. Firstly, compute the user pri-

vate key as a mod N = hp′q′−1 mod N2

N · k−1 mod N. Secondly, compute r mod N =

Ap′q′−1 mod N2

N · k−1 mod N, then set τ = ar mod N. Finally, the massage m can

be computed as m =
( B

gτ )
p′q′−1 mod N2

N ·α−1 mod N, where k−1 and α−1 denote the

inverse of k mod N and p′q′ mod N, respectively.

Pseudorandom Generator. Loosely speaking, a secure pseudorandom generator (PRG)

[3] is a deterministic algorithm that expands short random seeds (with some fixed

length) into much longer bit sequences that appear to be “random”. In other words,

the PRG is security if the output sequences of PRG on a uniformly random seed and

the truly random sequences are computationally indistinguishable.
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Neural networks. In general, most neural networks are constructed by groups of unites

called layers: input layer-hidden layer-output layer. Assume that x ji is the i-th input to

neuron j (with corresponding weight w ji). Let net j = ∑i w jix ji be the inner product of

input and weight for neuron j and f j = f (net j) be the output computed by activation

function f . The target output of neuron j is y j. The error function Ed(·) for the training

sample d can be defined as Ed(w) = 1
2 ∑k∈D′( fk− yk)

2, where D′ is the set of output

neurons in the neural networks.

To train an acceptable weight vector, we need to modify the weight at each step

according to the perceptron training rule: w ji = w ji+ � w ji, where � w ji =−η ∂Ed(w)
∂w ji

.

To compute � w ji, two cases should be considered when handle this task:

1. Neuron j is an output neuron for the backward propagation network: the weight

update rule is implemented by � w ji =−η ∂Ed(w)
∂w ji

= η(y j− f j) f j(1− f j)x ji.

2. Neuron j is an hidden neuron in the backward propagation network: the training

rule for w ji is influenced by the neurons whose direct inputs include the output of

neuron j. We use D to denote all these neurons. Each element j in D, net j can in-

fluence the outputs and the error function Ed(·). Therefore,
∂Ed(w)
∂net j

= ∑k∈D
∂Ed(w)
∂netk

·
∂netk
∂net j

= ∑k∈D(
∂Ed(w)
∂netk

) · (wk j · ( f j(1− f j))). Finally, � w ji =−η ∂Ed(w)
∂w ji

x ji = ηδ jx ji,

where δ j = f j(1− f j)∑k∈D δkwk j.

3 Problem Formulation

3.1 System Model

In this subsection, we consider a architecture of privacy-preserving machine learning

over the jointed data. As illustrated in Fig.1, our system consists of three parties: Users,
Clouds (C0 and C1) and a Key Generation Center (KGC).

Users Clouds 

Key Generation 
Center (KGC)

l d

Encrypted 
Domain

Public/private 
key

Parameters

Fig. 1. Our system model under consideration
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– Key Generation Center (KGC). In our system we assume that KGC is an authority

entity trusted by all the parties. KGC setups the BCP cryptosystem and distributes

the parameters and keys to the Clouds and Users.
– Users. Let Users be a set with n mutually distrusting users {U1,U2, · · · ,Un}. In our

system, the data can be arbitrarily (i.e., vertically or horizontally) partitioned. To

protect the data privacy against unauthorized access, each user secretly shares its

plaintext and sends the ciphertexts of shares which encrypted under its public key

to two non-colluding cloud servers.

– Clouds. Clouds are composed of two non-colluding and independent servers C0,

C1. They perform several cryptographic interactive protocols with each other such

that the outsourced data from Users are transformed into data encrypted under a

unified pubic key. And they jointly execute a secure machine learning model by

using some interactive protocols.

3.2 Security Model

To protect the data privacy and achieve the goal of privacy-preserving machine learning,

we assume Users and Clouds are semi-honest, and require Clouds are non-colluding
and independent. Specially, we stress that there is no collusion between C0 and C1,

between any two of users or between any user and at most one of Clouds. In this semi-

honest model, Clouds only passively perform the protocol and have no ability to actively
modify the data flow. Specifically, Clouds only obtain the size of data.

3.3 Attack Model

We assume a semi-honest adversary A who may obtain the plaintext of Users with

the following abilities: (i) A may corrupt any subset of Users to obtain all plaintexts

belonging to Users; (ii) A may corrupt C0 (or C1) to achieve plaintext of all outsourced

data from the Users.

4 Privacy-preserving Machine Learning

Assume that Users is a set of n mutually distrusting users U1,U2, · · · ,Un, where each

user Ui has its privacy data mi and public/private key (pki,ski), i = 1,2, · · · ,n. To get

some “knowledge ” from the jointed data of Users and protect each user’s data privacy,

our solution can be divided into two phases:

Set up phase: 1) Initially, KGC sets up BCP cryptosystem and generates (pp,msk) and

(sk,pk) by running ParaGen and KeyGen, respectively. For the private key sk, KGC
divides it into n pieces sk = sk1 + · · ·skn, where ski (i ∈ [1,n]) is chosen uniformly

at random from the key space of BCP cryptosystem. KGC computes pki = gski mod N
and distributes (pp,(pki,ski)) (i ∈ [1,n]) to Ui. At the same time, KGC sends (pp,msk)
and pp to cloud C0 and C1, respectively. 2) After receiving pp and (pki,ski), each user

Ui uses PRG generates a pseudorandom number Ri, let mi0 = Ri and mi1 = mi−Ri.

Then, Ui uploads ci0 = Enc(pp,pki)
(mi0) and ci1 = Enc(pp,pki)

(mi1) to the cloud C0 and

C1, respectively, where mi = mi0 +mi1, i = 1,2, · · · ,n.
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After the set up phase, C0 and C1 have collected a part of outsourced data from

different users respectively. Right now, C0 and C1 can jointly perform some crypto-

graphic interactive protocols such that the data encrypted under different public keys

transformed into data encrypted under the unified public key. This is due to the fact that

MPC only works for encryptions under the same public key. After executing the trans-

formation protocol, C0 and C1 can learn/train machine learning by some cryptographic

interactive protocols in the training phase.

Training phase: The key operation in this phase is the computation of the activation

functions. Since the BCP cryptosystem is additive homomorphic encryption, we need

the activation functions only including the operation of addition and multiplication, so

they can be computed over the ciphertext domain.

In the existing literatures, lots of works use polynomial approximation to compute

the activation function, such as [13, 14] applied a low-degree polynomial function to ap-

proximate the sigmoid function. However, the low-degree (3 or 5) polynomial approx-

imation is still high to be used with HE schemes, since the computational complexity

and accuracy is depend on this degree.

In this work, we take rectified linear unit (ReLU) function g(z) = max{0,z} [7,

12] as activation function, since the ReLU function is nearly linear. We only need to

compare the size of 0 and z over the ciphertext domain.

After all computations are done, each user retrieves the encrypted output of the C1

and decrypts jointly with its respective private key.

4.1 Security analysis

The security analysis is considered in the semi-honest model, meaning that every proto-

col parties are honestly follow the protocol but try their best to analyze or infer the data

flow to learn additional information about other parties’ inputs, intermediate results and

output results by gathering the protocols transcripts. Recall that some cryptographic

interactive protocols between C0 and C1 are executed depending on the “blinding-the-

message” techniques.

We require the adversary A has the polynomial bounded of computing power, since

the BCP cryptosystem guarantees the semantic security in the semi-honest model. A
may corrupt any subset of Users to obtain their ciphertext, however, A will not be able

to decrypt the ciphertext without knowing the corrupted Users’ private key due to the

semantic security of the BCP cryptosystem. A may compromise C0 (or C1) to achieve

the ciphertext and private data of Users. However, A is unable to recover the Users’s
private key to decrypt the ciphertext, because the message is pre-processed by splitting

into two pieces, where one piece is a pesudorandom number and another price is the

message reduce a pesudorandom number. C0 holds the master key and only obtains a

pesudorandom number after decrypting; C1 only gets a blinded message (the message

reduce a pesudorandom number) without leaking the message information.

5 Conclusion and Further Work

In this paper, we have proposed a scheme for securely training machine learning mod-

el while supporting that uses inputs data are learned by the accessed servers. In our
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scheme, users split their data into two parts and encrypt each split data with different

pubic keys and outsource the ciphertexts to two servers. The servers can transform the

data encrypted under different public keys into data encrypted under the same public

key. Based one the transformed data, servers can perform a secure machine learning

algorithm without leaning any private information. Our scheme can be applied in real-

word collaborated learning, and we expect to improve the efficiency and give a compre-

hensive application in further work.
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Abstract Lattice-based cryptography is evolving rapidly and is often
employed to design cryptographic primitives that hold a great promise
for being post-quantum resistant and can be employed in multiple appli-
cations such as: e-cash, unique digital signatures, non-interactive lottery
and others. In such application scenarios, a user is often required to prove
non-interactively the correct computation of a pseudo-random function
Fk(x) without revealing the secret key k used. Commitment schemes
are also useful in such application settings to commit to a chosen value,
while keeping it hidden to others but being able to reveal the committed
value later. In this short paper, we provide our insights on constructing
a lattice-based simulatable verifiable random function (sVRF) and point
out the main challenges that need to be addressed in order to achieve it.

Keywords: Dual-Mode Commitment Scheme, Lattice-based Cryptog-
raphy, Non Interactive Zero Knowledge Arguments, Pseudo Random
Functions, Verifiable Random Functions

1 Introduction

Zero-knowledge (ZK) proofs [14] are employed to prove the knowledge of secret
information while preserving provers privacy with respect to a NP language.
Depending on whether the zero-knowledge proof is performed interactively or
not, we may have interactive or non-interactive protocols; while the latter are
more efficient regarding communication costs.

Pseudo-random functions (PRFs) [10] are a very useful cryptographic primi-
tive that is often employed in combination with zero-knowledge proofs in multiple
application scenarios. Let us consider a general scenario: a prover P wants to
prove to a verifier V the knowledge of a secret w and the correct computation
of a PRF Fw on the input x, i.e., Fw(x). A rather important question is:

How may P prove to V the correct evaluation of the PRF Fw(x) without
leaking any information about w, just by providing a proof π?

We consider the case where the communication between P and V should be
non-interactive, i.e., P needs to provide V all the necessary information to verify
the correct computations in a single step.

The above stated question can be solved by employing a verifiable random
function (VRF) [16]. A VRF is a PRF with two additional algorithms; one



algorithm that is able to generate a proof π of the correct computation of the
PRF Fw(x) as well as a verification algorithm.

Recent papers [11,8] use the VRF into a blockchain context in order to either
define a fair and verifiable lottery in which the winner will publish the next
block, or as a way to generate a “common and shared random string” which can
be seen as an equivalent of the CRS model.

Finding these study cases is extremely important to motivate the community
to research and further develop primitives that allows scenarios where verification
or providing a proof is a mandatory step.

Although algebraic pseudo-random functions and ZK proofs are well studied
primitives, they have received limited attention in lattice settings; furthermore,
to the best of our knowledge, building lattice-based VRFs is an open problem.

Lattice-based cryptographic primitives [1,18], mainly rely on the learning
with errors (LWE) and the short integer solution (SIS) problems; they are quite
promising for providing post-quantum resistance guarantees, while also offering
simpler arithmetic operations and thus, important efficiency guarantees.

Designing a lattice-based VRF is a challenging and currently open problem
since it requires a non-interactive proof in the standard model. As a step to-
wards this direction, in this short paper, we provide our insights on designing
a lattice-based simulatable VRF (sVRF), originally introduced by Chase and
Lysyanskaya [6]. Informally, an sVRF is a VRF defined in a public parameter
model, such as the common random string (CRS) model, which implies the ex-
istence of honest common parameters on the top of the standard VRF system.
More precisely, besides the usual algorithms in a VRF there is an additional pa-
rameter generation algorithm which takes as input the security parameters and
output the public parametrs pp. Both the input domain and output range of the
sVRF depend on pp. Meanwhile, pp is included in the inputs for all the algo-
rithms KeyGen, Eval, Prove and Verify. Moreover, except of the uniqueness and
pseudorandomness properties, sVRFs should also satisfy simulatability which is
a novel property making them different from VRFs. Simulatability states that
there exists a simulator that is able to simulate the common parameters such
that, corresponding to a verification key, for any x, y, it is possible to produce a
proof π that F (sk, x) = y. The simulated transcription is required to be indis-
tinguishable from the values computed from the parameters that are generated
honestly. In this paper, we describe our insights on constructing an sVRF when
relying on Libert et al.’s [14] method to prove zero-knowledge arguments for
lattice-based PRFs. Furthermore, we describe the main challenges that need to
be addressed in order to construct a lattice-based sVRF using this method.

1.1 A Roadmap to Lattice-based sVRFs

Chase and Lysyanskaya’s [6] provided a general construction of sVRFs from
a perfectly binding computational hiding non-interactive commitment scheme
and an unconditionally-sound multi-theorem NIZK for NP. Their main idea
is to use a multi-theorem NIZK to generate the proof for a statement that
the public verification key is a commitment of the secret key and the function
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value is the correct result on the input applied to the secret-keyed PRF, i.e.,
pk = Com(sk; r) ∧ y = F (sk, x). However, such solution is based on a general
assumption, in order to come up with a lattice-based sVRF, we should specify
a lattice-based PRF scheme.

Fortunately, thanks to the very recent significant results of Boneh et al. [4]
who proposed a LWE-based key homomorphic PRFs as well as Libert et al.’s [14]
three round zero-knowledge arguments of correct evaluation for the LWE-based
PRF Boneh et al. [4] w.r.t committed keys and inputs, it is possible to obtain a
non-interactive solution of y = F (sk, x) as the correct evaluation of a PRF for a
secret input x and a committed key sk, and yielding a sVRF furthermore.

Libert et al. have significant contributions [14,12,13] in the area of designing
efficient zero-knowledge proofs for lattice-related language. For instance, Libert
et al. [12] considered how to construct zero-knowledge arguments of knowledge
of a secret matrix X and vectors s, e such that for a public vector b it holds
b = X · s + e mod q. Libert et al. [13] also investigated in the lattice setting
how to design zero-knowledge arguments for the statement that cx, cy and cz
are the commitments to the polynomial-size bit-strings x, y and z which are
the binary representations of large integers X,Y, Z satisfying certain algebraic
relations such as Z = X + Y and Z = X · Y .

In order to obtain zero-knowledge arguments for the correct evaluation of
key-homomorphic PRF 1 of Boneh et al. [4] , Libert et al. [14] presented an
useful abstraction of Stern’s protocol [19] and they modified the Boneh et al.’s
lattice PRF [4] in order to efficiently prove the correct computation of the PRF
interactively, while providing zero-knowledge guarantees.

As stated in their paper, it is possible to obtain the first non-interactive
lattice-based zero-knowledge protocol by directly applying the Fiat-Shamir trans-
formation [9]. The main issue with this choice is that the Fiat-Shamir transforma-
tion is secure in the Random Oracle Model (ROM) which is against the original
sVRF definition [6].

Thus, our main research objective is to find an appropriate transformation
from ZK to NIZK, defined over lattices, not relying on the ROM. In Figure 1,
we depict two different strategies in order to obtain a lattice-based sVRF: either
by directly transforming Libert et al.’s ZK argument or by providing a different
lattice-based ZK PRF proof system and applying a ZK to NIZK transformation
and then the Chase-Lysyanskaya’s transformation from NIZK to sVRF.

Libert’s ZK

Lattice ZK Lattice NIZK Lattice sVRF

Transf.

Transf. Chase et. al [6]

Figure 1. Roadmap to lattice-based sVRF. In bold, this paper’s main research focus.

1 Namely demonstrating knowledge of a committed secret key k, a secret input J and
an output y satisfying y = Fk(J)
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2 Applying Lindell’s Tranformation

In this section we provide our finding when defining a sVRF based on Libert’s
ZK argument and the Lindell’s transformation [15]. We explain our discoveries
and challenges.

We considered Lindell’s transformation [15] from any sigma-protocol into a
corresponding NIZK protocol. In contrast to Fiat-Shamir’s transformation [9],
Lindell’s transformation does not require the random oracle model; more pre-
cisely, in Lindell’s transformation the zero-knowledge property holds in the com-
mon reference string (CRS) model, while in order to achieve soundness, the used
hash function is modeled as a non-programmable random oracle [17].

In order to adopt Lindell’s transformation an important requirement is that
of a dual-mode commitment scheme.

The main concept of a commitment scheme is that it is possible to secretly
fix some message m that it is used in a protocol and in a second phase, open
the commitment and therefore prove the correct knowledge or possession of the
specific message m. Designing lattice-based commitment schemes has already
received some attention in the literature [3,2].

The dual-mode represents the possibility to sample a statement in a language
L via a bit b and use the commitment scheme in a binding way, i.e., a commit-
ment c can be decommitted in a unique message m, or in a “trapdoor” way, i.e.,
that with some secret witness w, it is possible to decommit c to any message
m′.

Therefore, the main property required for a dual-mode commitment scheme
is that it is impossible to distinguish how the bit b is selected and therefore
impossible to know if we are decommitting to the original message or we are
using the trapdoor to decommit to an arbitrary message.

A dual-mode commitment scheme represents a specific type of commitment
schemes that are equivalently defined by Catalano and Visconti as hybrid com-
mitment schemes [5].

As described in [15], in order to define a dual-mode commitment scheme,
Lindell requires a membership-hard efficient-sampling language defined as:

Definition 1 (Membership-hard with Efficient Sampling [15]). Let L
be a language. L is membership-hard with efficient sampling (MHES) if there
exists a probabilistic polynomial-time sampler SL such that for every probabilistic
polynomial-time distinguisher D there exists a negligible function μ(·) such that:

|Pr(D(Sx
L(0, 1

n), 1n) = 1)− Pr(D(SL(1, 1
n), 1n) = 1)| ≤ μ(n)

where SL(b, ·) is a sampler that returns an instance in the language L if b = 0
and an instance not in the language L if b = 1. Sx

L denotes only the instance
without the witness.

In a nutshell, the MHES language L is a language in which it is hard to
distinguish if an efficient sampling algorithm SL sampled the statement x in the
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language L or not: it is hard to decide the membership of x ∈ L but it is easy
to sample x in the language (or not).

In summary, in order to build an sVRF while employing the Lindell’s trans-
formation, the main building blocks required are depicted in Figure 2.

MHES
Language

Dual Mode
Commitment

Scheme

Lindell’s
Transf.

defines used for

Figure 2. Roadmap to Lindell’s transformation.

By assuming the hardness of the inhomogeneous short integer solution (ISIS)
problem, if we follow the idea and structure of the DDH language construction
proposed by Lindell [15] in order to define the language LIS of Eq. (1), the result
is unfortunately not MHES for common lattice security parameters.

LIS := {(A,B,u,v) | A,B ∈ Zp
n×m, w̃ ∈ {0, 1}m,u = Aw̃,v = Bw̃}. (1)

This is the case since whenever we provide a statement not in the language
(A,B,u,v) /∈ LIS, it exists in fact a statement (A,B,Aw̃′,Aw̃′) ∈ LIS in the
language for some w̃′. Therefore it cannot be used to define a dual-mode com-
mitment scheme mainly because the commitment scheme will not be perfectly
binding, which is a necessary condition in order to use Lindell’s transformation.

3 Challenges and Future Directions

In this section we will briefly discuss and collect our conjectures and/or our
future research directions by dividing them into into two major classes: a first
class of questions related to transformations from ZK to NIZK and a second
class of challenges regarding lattice languages.

3.1 ZK Transformations

Choosing Lindell’s transformation is not optimal for the final goal of constructing
an sVRF since the transformation is defined in the non-programmable ROM.

Ciampi et al. [7] modified and improved Lindell’s transformation: the trans-
formation does not require the non-programmable random oracle nor a perfectly
binding commitment scheme at the cost of a more specific language. By using
Ciampi et al.’s transformation, it might be possible to obtain a ZK to NIZK
transformation not based on the ROM.

Challenge 1 Is it possible to use Ciampi et al. transformation in our sVRF
construction-idea? The main challenge of this approach is to check if any lattice-
based language can be defined in order to fulfil the transformation hypothesis and
requirement.
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With the same spirit, we find an additional challenge of more general in-
terest: a ZK to NIZK transformation that is not defined in the random oracle
model (or any similar ones). Therefore, we state as a general challenge for future
investigation:

Challenge 2 Are there any other transformations in the literature that can be
used for our construction-idea? Are they efficient? How do they compare among
themselves or with respect to the Fiat-Shamir’s transformation?

3.2 Lattice Languages

When considering the Lindell’s transformation, the language LIS is ill-defined
and therefore cannot be used in order to build a dual-mode commitment scheme.
Furthermore, the language challenge of defining a membership-hard language can
be seen as of perpendicular interest.

Challenge 3 Is there a way to define a lattice-based membership-hard efficient
sampling language L that can be used to define a dual-mode commitment scheme?

Generally speaking and quite informally, the main obstacle is finding “good”-
languages that have a “unique-witness”. This means that it would be incredibly
useful to find a lattice-language L in which the witness of a statement x ∈ L is
unique. Solving this problem will open new direction in lattice based cryptogra-
phy.

Challenge 4 Find a lattice-based language L in which every statement x ∈ L
has a unique witness w.

As a different but related problem, if we consider a different ZK PRF proof
system, the ZK language used for our construction-idea requires an additional
property in order to be used by the Chase-Lysyanskaya’s transformation. The
ZK system has to be able to prove the correct computation of the PRF and
the correctness of an additional commitment. It has to be defined over lattices
and, after transforming it with the best ZK to NIZK transformation possible,
the obtained NIZK has to be multi-theorem.

Challenge 5 Given the best ZK transformation, find a ZK PRF argument/proof
system that can be used for the Chase-Lysyanskaya’s transformation.

Acknowledgement. We really thank the anonymous reviewers for their in-
sightful comments, suggestions, discussions and the new literature-direction that
we can now explore. This work was supported by the the Swedish Research Coun-
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Abstract. Multi-UAV collaborative networks provide with the oppor-
tunity to exploit civil, chemical, biological, radiological, nuclear and geo-
graphical reconnaissance, survey, management, and control. For the col-
laborative network formation, coverage is of prime paramountcy. Along-
side coverage, possession of information and communication security is
withal a major challenge. The coverage quandary can be resolved by a
perspicacious selection of UAV waypoints. But the security paradigm
which can be an effect of faulty node, intrusion or even choice of erro-
neous communication channels needs to be taken care of through effica-
cious strategies. Consequently, both a specialized UAV mobility model
and a security mechanism are required in order to establish prosperous
collaborative networks. In this article, an SDN-based secure mobility
model is proposed which takes into account the topological density and
restricts the UAV and ground node (Wireless Sensor Networks (WSNs))
transmissions to authenticity. Significant gains are observed for through-
put, coverage, and latency by establishing a simulated network between
multiple UAVs and WSN motes.

Keywords: UAVs · Mobility Model · SDN · Security · WSNs.

1 Introduction

Unmanned Aerial Vehicles (UAVs) are autonomous flying nodes which are either
pre-programmed or controlled via a ground station. UAVs have found applica-
tion in scientific, research, civilian and military applications as a result of the
flexibility and ease of deployment. UAVs have taken the cooperative networks
to a new level. The cooperation between ground and aerial nodes has resulted
in significant gains in data dissemination, monitoring, and control over strategic
locations [1]. UAVs also prove significant when it comes to data gathering from
inaccessible locations. One such case is autonomous networking where UAVs help
uplifting the problem of coverage, failures, limiting guidance and dead nodes by
acting as supervisors [2–7]. Efficient and intelligent surveying is one of the key
aspects of UAV networks. Nature-based algorithms like Hill Myna and Desert
Sparrow optimizations (HMADSO) performs cooperative rendezvous and effi-
cient task allocation [8]. Cooperative ground and air surveillance mechanisms
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utilize UAVs for a broad coverage and ground nodes for a detailed zoom in
picture of the area surveillance as studied in [9] [10] [11]. In [12], the multi-hop
characteristics of WSN data transmission were replaced by direct communication
between UAV and sensor nodes where UAVs served as sinks. Efficient deploy-
ment of available resources can help improve the coverage and reduce the number
of hops for boosting the overall throughput [13], [14].

Wireless Sensor Networks (WSNs) are spatially dispersed energy concentric
dedicated sensor nodes largely deployed in inaccessible locations [15]. WSNs are
energy sensitive devices and suffer from a constant depletion. Together with path
selection, the multi-hopping produces un-necessary traffic, delays and packet
drops. With a general deployment in sensitive areas the transmission carried to
or from UAV is of prime importance for UAVs-WSNs communications. These
collaborative networks involve threats in the form of UAVs communicating with
non-authentic ground nodes. Such a problem becomes gross when ground and
aerial nodes are allowed to communicate without coordination and authentica-
tion. Another scenario involves UAVs communicating with a faulty aerial node.
These types of issues can be resolved through efficient mobility model.

Mobility model defines a movement scheme which mimics the real world
movements, traffic and response scenarios. One key characteristic of a good mo-
bility model is its ability to adapt to the dynamically changing network behav-
ior [16]. The coordination between WSN and UAV nodes is characterized by
the erratic and dynamic behavior of the networks. Vehicular models like Syn-
thetic, Survey and Simulation-based approaches don’t suffice as the inherent
inconsistencies of the erratic network behavior hinder the overall mathematical
formulation of the scenario as well as the survey and simulation of every single
scenario is not feasible. Trace-based models don’t suffice under disaster condi-
tion, military applications, unforeseen events and even under extreme security
requirements [17] [18].

In this paper, a Software Defined Network (SDN) [19] controller based mo-
bility model for communication between Multi-UAV and WSNs is introduced.
SDN is effectively a new paradigm in the field of computer networks which sep-
arates data forwarding from the control logic thus facilitating better flexibility,
scalability, and dynamic adaptability. The SDN controller provides with the op-
portunity to update flows on the move, thus, adapting to the dynamic topology,
and also updates the legal moves as well as node authentication by means of
pre-installed flow tables [19]. Mobility model for multi-UAV WSN networks is
proposed which takes into account the attraction factor for setting up the way-
points for UAV movements. The authentication is performed on the basis of
pre-installed flows. The pre-installed flow table of the UAV is constantly up-
dated with the changing topology. The controller-generated dynamic waypoints
prevent UAV from erratic movements as well as any unidentified transmission
is discarded based on the flow action rules. The proposed approach is compared
against the traditional Clustered Hierarchical WSN layout [20] with UAVs as
sinks and against a technique where UAV maneuvers are statically fixed before
the flight.
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2 Proposed Approach

This article presents a secure SDN-based mobility model for Multi-UAV coor-
dinated WSN networks. The complete geography is divided into a matrix. The
WSN nodes falling into a particular sector (block of the matrix) are default con-
sidered into the same cluster. In the given model, the selection of controller and
cluster head is done as

min(Dm) and max(L), ∀N , (1)

s.t.

LA > 0,

τs ≥Mean(τN ), (2)

where L refers to the set containing the total connections for nodes, LA is the
number of connections active on a node, τs is the mean life time of the selected
node, and τN refers to the mean life time of |N | nodes, Dm is the average one
hop distance for nodes represented with a set N , which is given as the distance
metric, such that,

Dmi
=

∑Sn
i=1H
Sn

, Sn ≤ |N|, (3)

Dmi
is the node under consideration, H is one hop distances from the node

under consideration with Sn being the active nodes, given that the node coor-
dinates lie within the same sector as that of the base station. For the model to
proceed further,

0 ≤ Dmi
≤ Sn (Sn − 1)

2N , (4)

where the extreme values are expressed as:

Dmi
=

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

0, D
(selected)
m = infinite,L = min, τs = max, Isolated = True

Sn(Sn−1)
2N , D

(selected)
m = max,L = max, τs = min, Isolated = False

Otherwise, Select.

(5)

The controller suggested in the paper has six major components namely;
Mission control, UAV topology map, active topology, Density Function for Route
Establishment (DFRE), flow Table, and logs.

Mission control component of the UAV Controller keeps track of the overall
mission statistics and conceptual layout of the system. The information includes
cell structure, information about the geography. The main function is to provide
preliminary information to the UAV topology map. Active topology component
stores the current UAV movement statistics and functions which dictate the
overall movement criterion and geometric characteristics of the flight path. Ac-
tive topology also forwards the overall sensed statistics of the geographical area
to the UAV topology map. The UAV topology map component serves as data
storage for mission control and active topology components.
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DFRE works on the stored statistics to find an efficient and viable route
for the UAVs. Once the complete area is surveyed, the component starts with
calculating the density component of respective areas. Fig. 1 presents the block
diagram of the SDN controller used by the proposed model for coordinating
UAVs with WSNs over a defined geographical area.
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Fig. 1: A component diagram of the considered SDN Controller for UAV-WSN
coordinations.

The transfer between UAV and sensor nodes always happens through the
cluster-head. When UAV is in range of the cluster head the Head Swap are
performed for inter-changing the cluster heads. UAV becomes the cluster head
of the sector to facilitate transfer not only from the designated cluster head
but also allows the cluster members to send data directly towards the UAV.
The UAV waypoints are set in a way that it moves from head of one densely
populated cluster towards the head of another densely populated cluster. UAV
waypoints are decided on the basis of topological density and distance. The
transmissions are facilitated by coordination function, which is calculated by
means of topological density as follows:

Af =
Sa

A × Sn

N

(√
1

|N|
(
Tpsys − Tpsys

)2 −
√

1

Sn

(
Tp − Tp

)2
)

(6)

where Tp is the number of transmissions per unit time in a sector, Sa denotes
the sector area, and Tpsys

is the number of transmissions per unit time in the
entire system.

Similarly, this model can be extended to calculate the coordination of each
sector as well as the entire zone while fixating the number of transmissions
permissible to each node, each sector and each area under the control of a single
base station.

After estimating the coordination function of each region, the DFRE further
prioritizes the areas of interest as dense and scarce. The inequality in (7) iden-
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tifies the densely populated clusters from the scares ones based on the average
hop distances of the area, such that,

1 ≤ Arange ≤
N (N − 1)

2
, (7)

which can be evaluated as:

Area =

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

Dense, if,
(

min(Sn)−mean(Sn)
2

)
< Arange ≤ N(N−1)

2

Sparse, if, 1 ≤ Arange ≤
(

min(Sn)−mean(Sn)
2

)

Normal, Otherwise.

(8)

With all the areas mapped, the DFRE component now performs the weight
assignment in order to proceed with the shortest route selection procedure. The
model uses a network graph for coordination in which the edge weights between
the nodes are given by:

Ew =
Tpsysη1 + |N|η2

η1η2
− Tpη3 + Snη4

η3η4
, (9)

where η1, η2, η3, and η4 are the balancing constants for Tpsys, N , Tp, and
Sn, respectively, such that η1 + η2 = 1 and η3 + η4 = 1 with η1 �= 0, η2 �= 0,
η3 �= 0, and η4 �= 0.

The densely populated sectors are serviced by UAV maneuvers directly along
with the sectors which fall in line to two consecutive UAVs. The scarce sectors
which don’t fall in the path of UAV are the designated as isolated zones. These
isolated zones fixate on sensors, which send hello packets towards nearby dense
regions and the base station when the network is initialized. The purpose of
the hello packets is to determine the number of active nodes in the region and
number of hops required to reach the dense sector and the base station.

The proposed model considers that the Flow table component of the con-
troller is pre-installed with the specific information of the available sensor nodes.
The data transmission is controlled by the flow table match action rules. The
DFRE component keeps tracks of the overall topology and updates the flow
tables accordingly. In addition, it interacts with the security module to au-
thenticate the waypoints and maintain the legitimacy of incoming connections.
Further, to verify the connectivity between the UAVs and the WSNs, DFRE
checks for previously calculated waypoints and matches with the next possible
waypoints. In such a way, the movement of UAVs is authenticated and verified
before transmissions1. The details of security considerations and requirements
are provided below:

– The system maintains the check on the certificates generated by the con-
troller for other UAVs in the form a centralized corpus on the controller. It
also maintains the details of keys to be used for securing the communications.

1The detailed procedure for authentication and verification will be presented in our
future reports.
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– The channel security is based on the network architecture and depends on
the initial phases of mutual authentication, which are not covered at the
moment and is marked as an assumption.

– The keys for securing the location as well as the system conditions are gen-
erated by the owner UAV, which can relay with an optional server to check
for freshness and prevent any replay attacks.

– Once the keys are initiated, the DFRE module improvises the availability
of waypoints and allocate it to the topology generator, which helps to fixate
the points for maneuverability. Any violation in the waypoints is tracked
through crypto-mechanisms based on keys generated in the initial phase.

– The certificate issuance helps to re-verify the UAVs and the waypoints and
avoids overheads associated with re-verification. However, the requirement
of verification of waypoints depends on the type of network layout and the
environment in which the UAVs are deployed.

3 Performance Evaluations

The proposed technique relies on exploits the movement characteristics of UAV
in order to achieve significant gains over the already existing models. The evalu-
ation and testing of the approach are done on a model consisting of the base sta-
tion, WSN motes and the UAVs serving as relays by using NS-3 and MatlabTM.
The testing is performed on a 1200 × 1200m2 area. The number of UAVs is
varied between 1 and 10 with WSN nodes equaling 100. The average packet size
is varied between 512 bytes to 1024 bytes and the value of balancing constants
(η) are kept fixed at 0.5. The connections are generated through the modeling
without overlapping and the proposed approach is compared with hierarchical
WSN layout and Statically Maneuvered UAV approaches.

Fig. 2: Throughput vs.
Simulation time.

Fig. 3: Coverage vs.
Simulation time.

Fig. 4: Latency vs. Sim-
ulation time.

The proposed approach performs at the maximum throughput level of 95.7%
as compared to 77.1% and 57.1% throughput levels of hierarchical WSN ap-
proach and static deployment of UAVs respectively. Fig. 2 gives the throughput
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compassion of the considered approaches against the proposed approach. Ini-
tially, three approaches have comparable throughput but with time the static
approach starts degrading. The traditional hierarchical approach initially per-
forms in close proximity to the proposed approach but cannot match the steep
ascent as the proposed approach performs uniformly throughout the simulation
tests. The proposed approach provides the maximum coverage of around 99%
in comparison to 84% and 49% coverage of hierarchical and static deployment.
The approach also provides a faster and efficient coverage against the other two
solutions. Fig. 3 gives the coverage relationship between the existing and the
proposed approaches. The latency of the proposed approach is approximately
constant at 20% gains. The hierarchical approach works with a varying latency
between 19% and 34%. The latency levels always stay in close proximity to the
proposed approach but with consistent fluctuation. The static UAV approach
possesses inconsistent latency measures with a maximum of 84% and average
latency of around 65%, as shown in Fig. 4.

4 Conclusion

In this article, a novel mobility scheme based on the transmission density of
the WSN nodes is proposed which is capable of including waypoint-security of
UAVs. The UAVs perform successive shifts towards dense regions thus resulting
in high coverage and throughput. The proposed approach incorporates a simple
flow based technique through SDN controller for authentication and coordination
of WSN as well as aerial nodes. Significant gains are observed for metrics like
throughput, coverage, and latency. The details on authentication procedures and
verification mechanisms will be presented in our future reports.
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Abstract. Attribute-Based Encryption (ABE) is a cryptosystem which
supplies access control for an encrypted data in a cloud storage and
has been actively studied. However, in the ABE system, a receiver needs
much time to decrypt an encrypted data. It is because the cost of pairing
operations for decryption becomes heavy linearly with the size of an
access structure specified for ciphertexts. Due to this, the construction of
ABE is required to reduce the number of pairing operations and achieve
expressiveness of an access structure simultaneously.
In this paper, we propose a new construction of ciphertext-policy ABE
supporting general predicates with a constant number of pairing opera-
tions for decryption. We also prove that our construction achieves new
security notion which we introduce, restricted-selectively payload-hiding
security under the q-type decisional bilinear Deiffie-Hellman assumption.

Keywords: Public Key Encryption · Access Control · Attribute-Based
Encryption · Non-monotone Access Structure · Fast Decryption

1 Introduction

1.1 Background

Attribute-Based Encryption (ABE) [14, 7, 6, 13, 5, 17, 8, 9] is considered as one
of the best methods for access control of data which is stored in the cloud
storage server. ABE is the public key cryptosystem which supplies data security
and access control without needing to trust the cloud and it enables to specify
access policies and associated attributes among encrypted data and users’ private
keys. ABE is roughly divided into two types: Key-Policy ABE (KP-ABE) [7]
(which specifies access policies to users’ private keys and associated attributes
to ciphertexts) and Ciphertext-Policy ABE (CP-ABE) [6] (which specifies access
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the Telecommunications Advancement Foundation.

�� The major part of this work was completed while the author was a graduate student
at University of Tsukuba.
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policies to ciphertexts and associated attributes to users’ private keys). Also ABE
is already mature enough to be deployed in applications to IoT devices [4, 11, 3,
15].

Most existing ABE constructions are pairing-based ones [14, 7, 6, 13, 5, 17, 8,
9, 12]. Especially, there exists previous works with constant number of pairing
operations for decryption [9, 10, 2, 17], but these scheme can support monotone
access structure only.

For a device which has only low computation resources, many pairing op-
erations lead to a very heavy task. Therefore, the CP-ABE scheme supporting
expressive access structures (as [12]) with a constant number of pairing opera-
tions for decryption (as [9, 10, 17, 2]) is more desirable.

1.2 Our Results

We propose a new CP-ABE scheme supporting non-monotone access structures
with inner-product relations with three pairing operations for decryption. There
is no CP-ABE scheme that supports non-monotone access structures with con-
stant pairing operations except our proposal as far as we know. We also intro-
duce a new security model, restricted-selectively payload-hiding (r-PH) security
against the chosen plaintext attacks that is weaker than selectively payload-
hiding security against the chosen plaintext attacks in [16]. We prove that our
construction achieves r-PH security under the q-type decisional bilinear Diffie-
Hellman assumption.

1.3 Key Techniques

The proposed scheme is composed by conjunction of the Functional Encryp-
tion for Inner-Product functionality (FEIP) proposed by Abdalla et al. [1] and
the selectively secure CP-ABE supporting monotone access structures with con-
stant pairing operations for decryption proposed by Hohenberger and Waters
[9]. Our design of the access structure is based on [12] proposed by Okamoto
and Takashima. In [12], the access structure is a non-monotone access structure
with inner-product relations which is realized by combining monotone span pro-
grams and inner-product predicates. The scheme [12] uses the property of Dual
Pairing Vector Spaces (DPVS) to express the inner-product predicate, but we
use a modified FEIP to specify the inner-product predicates. We also employ
the selectively secure CP-ABE with fast decryption [9] for realizing monotone
span programs. In this way, our proposed scheme realizes the same access con-
trol as [12] (which is more expressive than [9]) and a constant number of pairing
operations.

2 Preliminaries

2.1 Notations

We follow the notations in [12].
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Let A be a set, and then a
U←− A denotes that a is uniformly selected from A.

When B is a random variable or distribution, b
R←− B denotes that b is randomly

selected from B according to its distribution. We define Zp := {0, 1, . . . , p − 1}
and Z

×
p := Zp\{0}. A vector symbol denotes a vector representation over Zp,

e.g., x denotes (x1, . . . , xn) ∈ Z
n
p . For two vectors s = (s1, . . . , sn) ∈ Z

n
p and

t = (t1, . . . , tn) ∈ Z
n
p , s · t denotes the inner-product

∑n
i=1 siti mod p. We let 0

be abused as the zero vector in Z
n
q for any n.

2.2 General Predicates: Non-Monotone Access Structures with
Inner-Product Relations

We follow the definitions in [12]. However, the target vector is (1, 0, . . . , 0) as in
[16] rather than (1, 1, . . . , 1) as in [12].

2.3 Symmetric bilinear pairing groups

Definition 1 (Symmetric bilinear pairing groups). “Symmetric bilinear
pairing groups” (p,G,GT , g, e) are a tuple of a prime p, cyclic multiplicative
group G, GT of order p, g �= 1 ∈ G, and a polynomial-time computable nondegen-
erate bilinear pairing e : G×G→ GT i.e., e(gs, gt) = e(g, g)

st
and e(g, g) �= 1.

Let Gbpg be an algorithm that takes input 1λ and outputs a description of bilinear
pairing groups (q,G,GT , G, e) with security parameter λ.

2.4 Security Assumption

We employ the the q-DBDHE assumption similarly to [16, Section 5].

Definition 2 (q-DBDHE: q-Decisional Bilinear Diffie-Hellman Expo-
nent Assumption). The q-DBDHE problem is to guess b̃ ∈ {0, 1}, given

(paramG,y, Tb̃)
R←− Gq-DBDHE

b̃
(1λ), where

Gq-DBDHE

b̃
(1λ) :

paramG := (p,G,GT , g, e)
R←− Gbpg(1λ),

a, s
U←− Zp, y := (ga, . . . , g(a

q), g(a
q+2), . . . , g(a

2q), gs),

T0 := e(g, g)
(aq+1)s

, T1 := R
U←− GT ,

return (paramG, y, Tb̃),

for b̃
U←− {0, 1}. For a probabilistic machine B, we define the advantage of B for

the q-DBDHE problem as:
Advq-DBDHE

B (λ) :=

|Pr[B(1λ, �)→ 0 | � R←− Gq-DBDHE
0 (1λ)]− Pr[B(1λ, �)→ 0 | � R←− Gq-DBDHE

1 (1λ)]|.
The q-DBDHE assumption is: For any probabilistic polynomial-time adver-

sary B, the advantage Advq-DBDHE
B (λ) is negligible in λ.
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3 Expressive Attribute-Based Encryption with Fast
Decryption (EABEFD)

3.1 Definitions of EABEFD

Definition 3 (Expressive Attribute-Based Encryption with Fast De-
cryption). An expressive attribute-based encryption with fast decryption (EABEFD)
scheme consists of the following algorithms. These are randomized algorithms
except for Dec.

1. Setup(1λ,n)
Setup algorithm takes as input a security parameter λ and format n :=
(n1, . . . , nd). It outputs a pair of public parameter and master secret key
(PK,MSK).

2. KeyGen(PK,MSK,Γ )
KeyGen takes as input a public key PK, master secret key MSK and a
set of attributes Γ := {(t,xt) | xt := (xt,1, . . . , xt,nt) ∈ Z

nt
p \ {0}; t ∈

{1, . . . , d} ;xt,1 = 1}. It outputs a user private key skΓ .
3. Enc(PK,m,A)

Enc takes as inputs a public key PK, a plaintext m and an access structure
A := (M,ρ). It outputs a ciphertext CTA.

4. Dec(PK, skΓ , CTA)
Dec takes as inputs a public key PK, a user secret key skΓ and a ciphertext
CTA. It outputs a message m or a special symbol ⊥.

An EABEFD scheme should have the following correctness property: for all
security parameter λ, all attribute sets Γ := {(t,xA,t)}, all messages m and all
access structures A, it holds that m = Dec(PK, skΓ , CTA) with overwhelming
probability, if A accepts Γ where

(PK,MSK)
R←− Setup(1λ,n := (n1, . . . , nd)),

skΓ
R←− KeyGen(PK,MSK,Γ ),

CTA

R←− Enc(PK,m,A)

Definition 4 (Restricted-selectively Payload-hiding Secure against the
Chosen Plaintext Attack). For an adversary A, we define

AdvEABEFD,r-PH
A (λ) := |Pr[μ′ = μ] − 1/2| to be the advantage of an adversary in

the following experiment for any security parameter λ. An EABEFD scheme is
restricted-selectively payload-hiding secure against the chosen plaintext attack if
the advantage of any polynomial-time adversary is negligible:

Init
The adversary A gives the challenge access structure A

∗ := (M∗, ρ∗) to the
challenger C. Here, the number of rows of M∗ is 
∗.

Setup
Given 1λ, C runs Setup(1λ,n := (n1, . . . , nd)) and gives PK to A.
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Phase 1
Let ρ̃∗ : {1, . . . , 
∗} → {1, . . . , d} by ρ̃(i)∗ := t if ρ∗(i) = (t,v) or ρ∗(i) =
¬(t,v), where ρ∗ is given in challenge access structure A

∗. A is allowed
to issue a polynomial number of key queries for some attribute sets Γi :=
{(t,xt)}(i = 1, . . . , q1) to C. Then, C runs KeyGen(PK,MSK,Γi) for i =
1, . . . , q1 to generate attribute secret key skΓi

and gives it to A. Here, for
any Γi where i = 1, . . . , q1, the following must hold: T /∈ span〈(M∗

i′)i′∈I′〉
where M∗

i′ is the i′-th row of M∗ and I ′ is defined as {i′ | 1 ≤ i′ ≤ 
∗ and
∃(t,xt) ∈ Γi, ρ̃

∗(i′) = t}.
Challenge

A gives two challenge plaintexts m∗
0,m

∗
1 to C. C flips a random coin μ

U←−
{0, 1}, and computes CTA∗

R←− Enc(PK,m∗
μ,A

∗). Then, C gives CTA∗ to A.
Phase 2
A is allowed to issue a polynomial number of key queries for some attribute
sets Γi(i = q1+1, . . . , ν) to C as in Phase1. Then, C runs KeyGen(PK,MSK,
Γi) for i = q1 + 1, . . . , ν to generate attribute secret key skΓi

and gives it
to A. Here, for any Γi where i = 1, . . . , q1, q1 + 1, . . . , ν, the following must
hold: T /∈ span〈(M∗

i′)i′∈I′〉 where M∗
i′ is the i′-th row of M∗ and I ′ is defined

as {i′ | 1 ≤ i′ ≤ 
∗ and ∃(t,xt) ∈ Γi, ρ̃
∗(i′) = t}.

Guess
A outputs a guess μ′ of μ. If μ′ = μ, then A wins.

We note that the r-PH security is weaker than selectively payload-hiding se-
curity against the chosen plaintext attacks, but actually both are the same if
an attribute category has only one attribute value and an access structure is
monotone as in [16].

3.2 Construction

Let us define ρ̃ : {1, . . . , 
} → {1, . . . , d} by ρ̃(i) := t if ρ(i) = (t,v) or ρ(i) =
¬(t,v), where ρ is given in access structure A := (M,ρ). We note that our
proposal works with the restriction that an attribute can only be used in at
most one row in the access matrix M as well as the scheme [16]. That is, the ρ̃
function is injective. As in [12], we assume that input vector xt := (xt,1, . . . , xt,nt)
is normalized such that xt,1 := 1. We also assume that xt,1 is non-zero. If xt is
not normalized, we can change it to a normalized one by (1/xt,1) · xt.

1. Setup(1λ,n := (d, n1, . . . , nd)) :

paramG := (p,G,GT , g, e)
R←− Gbpg(1λ), α, β, a

U←− Z
×
p ,

gparam := (paramG, e(g, g)
α
, ga, gβ),

ht
U←− G for t = 1, . . . , d, st,j

U←− Z
×
p for t = 1, . . . , d; j = 1, . . . , nt,

PK := (gparam, {ht}dt=1, {gst,j}
d;nt

t=1;j=1),

MSK := ({st := (st,1, . . . , st,nt
)}dt=1, g

α, β),

return (PK,MSK).
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2. KeyGen(PK,MSK,Γ = {(t,xt) | xt := (xt,1, . . . , xt,nt
) ∈ Z

nt
p \ {0};

1 ≤ t ≤ d;xt,1 = 1}) :

z
U←− Z

×
p , K := gαgaz, L := gz, Kt := hz

t for t s.t. (t,xt) ∈ Γ,

for (t,xt) ∈ Γ,

τ(t,xt)
U←− Z

×
p , k(t,xt) := τ(t,xt)(

nt∑
j=1

xt,jst,j) = τ(t,xt)xt · st,

k̃(t,xt) := gz(1−τ(t,xt)
)(
∑nt

j=1 xt,jst,j)/β = gz(1−τ(t,xt)
)xt·st/β ,

return skΓ := (Γ,K,L, {Kt}t s.t. (t,xt)∈Γ , {k(t,xt), k̃(t,xt)}(t,xt)∈Γ
).

Remark: We explain how to modify FEIP [1] briefly. We use two parameters

τ(t,xt) and β. τ(t,xt) is the value to prevent users from colluding and getting st

by using k(t,xt) and solving simultuneous equations. β is the value to connect

CP-ABE [9] and FEIP [1].

3. Enc(PK,m,A = (M,ρ)) :

f := (s, y2, . . . , yr), λ := (λ1, . . . , λ�)
T
= M · fT , r′ U←− Z

×
p ,

C := me(g, g)
αs
, C ′ := gs, c := gr

′
, c̃ := gβr

′
,

for i = 1, . . . , 
,

θi
U←− Zp,

if ρ(i) = (t,vi := (vi,1, . . . , vi,nt) ∈ Z
nt
p \ {0}),

ci,1 := gr
′st,1(gaλih−s

t )gθivi,1 ,

ci,2 := gr
′st,2gθivi,2 ,

...

ci,nt
:= gr

′st,nt gθivi,nt ,

if ρ(i) = ¬(t,vi),

ci,1 := gr
′st,1(gaλih−s

t )
vi,1

,

ci,2 := gr
′st,2(gaλih−s

t )
vi,2

,

...

ci,nt
:= gr

′st,nt (gaλih−s
t )

vi,nt ,

return CTA := (A, C, C ′, c, c̃, {ci,j}�;nρ̃(i)

i=1;j=1).

4. Dec(PK, skΓ , CTA) :

If A := (M,ρ) accepts Γ := {(t,xt)}, then compute I and {ωi}i∈I s.t.

T =
∑
i∈I

ωiMi, where Mi is the i-th row of M , and
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I ⊆ {i ∈ {1, . . . , 
} | [ρ(i) = (t,vi) ∧ (t,xt) ∈ Γ ∧ vi · xt = 0] ∨
[ρ(i) = ¬(t,vi) ∧ (t,xt) ∈ Γ ∧ vi · xt �= 0]},

for i ∈ I,

K ′
i := (

nt∏
j=1

(ci,j)
xt,j )/ck(t,xt) ,

K ′ := e(
∏

i∈I∧ρ(i)=(t,vi)

K ′
i
−ωi

∏
i∈I∧ρ(i)=¬(t,vi)

K ′
i
−ωi/(vi·xt), L)

· e(c̃,
∏

i∈I∧ρ(i)=(t,vi)

k̃ωi

(t,xt)

∏
i∈I∧ρ(i)=¬(t,vi)

k̃
ωi/(vi·xt)
(t,xt)

)

· e(C ′, K
∏
i∈I

Kρ̃(i)
ωi)

return C/K ′.

The security proof of our construction is similar to [16, Section 5].

4 Conclusion

In this paper, we proposed the new CP-ABE scheme supporting non-monotone
access structures with inner-product relations, which needs only three pairing
operations for decryption. We also proved that our construction achieves r-PH
security (which we introduced) under the q-DBDHE assumption. Extending our
scheme such that ρ̃ does not need to be injective and proving that our scheme
achieves selective security are left as future work.
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Abstract. A fully dynamic group signature scheme with member reg-
istration and member revocation with strong security is desirable when
using group signatures in real life. Langlois, Ling, Nguyen, and Wang
(PKC 2014) presented the first lattice-based group signature scheme with
member revocation. Even though their scheme employs the most flexible
revocation approach called Verifier-local revocation, their scheme relied
on a weaker security notion and was unable to provide a member regis-
tration mechanism. This work obtains a fully dynamic group signature
scheme by proposing a group joining protocol to their scheme.

Keywords: lattice-based group signatures, verifier-local revocation,
member registration, dynamical-almost-full anonymity

1 Introduction

Group signature schemes introduced by Chaum and van Heyst [10] allow the
group members to issue signatures on behalf of the group while being anonymous
and allow the group manager to trace the signer. Both member registration
and revocation are required when applying group signature schemes in practice.
Among the several revocation approaches Verifier-local Revocation (VLR) which
was proposed by Brickell [5] and formalized by Boneh et al. [4] is known as the
most suitable method for member revocation in group signature schemes. In
VLR group signature schemes every member of the group has a token other
than their secret signing key and when a member is revoked, the group manager
sets the revoking member’s token to a list called Revocation List (RL) and
passes RL to the verifiers. Thus the verifiers can validate the signer other than
validating the signature at the signature verification. Since VLR requires to send
the revocation information only to the verifiers who are less in number than
members VLR seems to be the most suitable approach for any size of groups.
However, most of the existing VLR group signature schemes operate in the
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bilinearmap setting which will be insecure when the quantum computers become
a reality. In recent years, lattice-based cryptography considered as the most
promising candidate against quantum computers. The first lattice-based group
signature scheme that supports member revocation was suggested by Langlois
et al. [14] in 2014. The scheme in [14] manages member revocation using VLR
mechanism. Their scheme operates within the structure of a Bonsai tree of hard
random lattices [9]. However, the noticeable disadvantage of this scheme is that
it satisfies a weaker security notion of selfless-anonymity. On the other hand,
since the scheme [14] facilitates only member revocation it cannot consider as a
fully dynamic group signature scheme. To be a fully dynamic group signature
scheme it should also satisfy member registration. Libert et al. [15] proposed
a scheme based on lattices with member registration with a new tool where
new users can join anonymously by contacting the group manager with their
public keys. However, the scheme in [15] does not facilitate member revocation.
Recently, Ling et al. [17] presented a fully dynamic group signature scheme based
on lattices using accumulators, which seems to be less efficient than VLR in a
larger group.

This paper aims to achieve full dynamicity for the existing VLR group sig-
nature scheme [14].

1.1 Our Contribution

This paper delivers a new scheme by adding a member registration facility to
the VLR scheme in [14]. In the scheme in [14] all the keys are generated and
fixed at the beginning because they have only considered member revocation.
However, since our scheme consists of member registration, we propose a joining-
protocol that allows members to join the group with their own secret signing
keys. Moreover, the previous VLR scheme [14] was relied on a weaker security
notion, the selfless-anonymity. To increase the level of the security, in our scheme
we employ the security notion, dynamical-almost-full anonymity provided in [20]
which was proposed for VLR schemes with member registration and revocation.
Moreover, we use explicit tracing algorithm for identifying the signers in our
scheme.

2 Preliminaries

2.1 Notations

For any integer k ≥ 1, we denote the set of integers {1, . . . , k} by [k]. We denote
matrices by bold upper-case letters such as A, and vectors by bold lower-case
letters, such as x. We assume that all vectors are in column form. The concate-
nation of matrices A ∈ R

n×m and B ∈ R
n×k, is denoted by [A|B] ∈ R

n×(m+k).
The concatenation of vectors x ∈ R

m and y ∈ R
k is denoted by (x‖y) ∈ R

m+k.

If S is a finite set, b
$← S means that b is chosen uniformly at random from S.

Throughout this paper we present security parameter as n and maximum
number of members in a group as N = 2� ∈ poly(n). The norm bound for



Achieving Strong Security and Registration for Lattice-GS with VLR 3

LWE noises is b such that q/b = 
Õ(n). Let χ be a b-bounded distribution
over Z. Let k1 := m + 
 and k2 := n + m + 
. We choose other parameters
as in scheme [14]. Let prime modulus q be ω(n2 log n) and dimension m be
≥ 2n log q. Gaussian parameter σ be ω(

√
n log q log n), integer norm bound β be

�σ · logm� s.t. (4β + 1)2 ≤ q, and the number of decomposition p be �log β� +
1. Sequence of integers β1, β2, β3, . . . , βp be β1 = �β/2�;β2 = �(β − β1)/2� β3 =
�(β − β1 − β2)/2�; . . . ;βp = 1. Number of protocol repetitions t be ω(log n).

Let H1: {0, 1}∗ → Z
n×�
q , H2: {0, 1}∗ → {1, 2, 3}t, and G: {0, 1}∗ → Z

n×m
q be

hash functions, modeled as a random oracle. Select one-time signature scheme
OT S = (OGen, OSign, OVer), where OGen is the key generation algorithm of
OT S key pair (ovk, osk), OSign is signature generation and OVer is signature
verification functions.

2.2 Lattices

Let q, n,m be integers and B = [b1| · · · |bm] ∈ Z
r×m
q be linearly independent

vectors in Z
r
q. The r-dimensional lattice Λ(B) for B is defined as

Λ(B) = {y ∈ Z
r | y ≡ Bx mod q for some x ∈ Z

m
q },

which is the set of all linear combinations of columns of B.

2.3 Lattice-Related Properties

Learning With Errors (LWE)

Definition 1 ( [19]). LWE is parametrized by n,m ≥ 1, q ≥ 2, and χ. For
s ∈ Z

n
q , the distribution As,χ is obtained by sampling a ∈ Z

n
q uniformly at

random and e← χ, and outputting the pair (a,aT · s+ e).

There are two version of LWE problem. Search-LWE is to find the secret s and
Decision-LWE is to distinguish LWE samples and samples chosen according to
the uniformly distribution. We use the hardness of Decision-LWE problem.

For a prime power q, b ≥ √nω(log n), and distribution χ, solving LWEn,q,χ

problem is at least as hard as solving SIV Pγ (Shortest Independent Vector Prob-

lem), where γ = Õ(nq/b) [21].

Short Integer Solution (SISn,m,q,β)

Definition 2 ( [19,21]). Given m uniformly random vectors ai ∈ Z
n
q , forming

the columns of a matrix A ∈ Z
n×m
q , find a nonzero vector x ∈ Λ⊥(A) such that

||x|| ≤ β and Ax = 0 mod q.
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Inhomogeneous Short Integer Solution (ISISn,m,q,β)

Definition 3 ( [14]). Given m uniformly random vectors ai ∈ Z
n
q , forming the

columns of a matrix A ∈ Z
n×m
q , find a vector x ∈ Λ⊥

u (A) such that ||x|| ≤ β.

For any m, β = poly(n), and for any q ≥ β · ω(√n log n), solving SISn,m,q,β

problem or ISISn,m,q,β problem with non-negligible probability is at least as

hard as solving SIV Pγ problem, for some γ = Õ(β
√
n) [11].

2.4 Lattice-Related Trapdoor generation and the preimage
sampling algorithms

We use trapdoor and preimage sampling algorithms discussed below.

– SampleD(R, A, u, σ) outputs x ∈ Z
m sampled from the distribution DZm,σ

for any vector u in the image of A, a trapdoor R and σ = ω(
√
n log q log n).

The output x should satisfy the condition A · x = u mod q.
– GenTrap(n, m, q) is an efficient randomized algorithm that outputs a matrix

A ∈ Z
n×m
q and a trapdoor matrix R for given any integers n ≥ 1, q ≥ 2, and

sufficiently largem = 2n log q. The distribution of the outputA is negl(n)-far
from the uniform distribution.

– SamplePre(A, R, u, σ) outputs a sample e ∈ Z
m from a distribution that

is within negligible statistical distance of DΛu
q (A),σ, on input a matrix A ∈

Z
n×m
q , a trapdoor basisR, a target image u ∈ Z

n
q , and the standard deviation

σ ≥ ω(
√
logm).

3 New VLR group signature scheme with member
registration

In this section, we first describe our new lattice-based VLR group signature
scheme with member registration and revocation. Then we present the underly-
ing interactive protocol in brief.

3.1 Description of the Scheme

Our scheme consists of two extra algorithms Join and Open than the algorithms
given in [14].

Key Generation: This randomized algorithm KeyGen(n, N ) creates a group
public key gpk, the group manager key ik, and the tracing manager key ok.

1. Run GenTrap(n, m, q) to get A0 ∈ Z
n×m
q and a trapdoor TA.

2. Sample u
$← Z

n
q .

3. Sample Ab
i

$← Z
n×m
q for each b ∈ {0, 1} and i ∈ [
].
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4. Set the matrix A = [A0|A0
1|A1

1| . . . |A0
� |A1

� ] ∈ Z
n×(2�+1)m
q .

5. Run GenTrap(n,m,q) to obtain B ∈ Z
n×m
q and a trapdoor TB.

6. Select an additional random matrix F←↩ U(Z4n×4m
q ).

Finally we obtain, gpk = (A,B,F,u), ik = TA, ok = TB.

Join: A new user i, who has a personal public and private key pair (upk[i ],
usk[i ]) interacts with the group manager GM (issuer) to join the group, through
the joining protocol.

1. User i samples a vectorwi ← DZ4m,σ, and computes yi ← F·wi ∈ Z
4n
q . Then

he generates an ordinary digital signature sigi ← Sign(usk[i],yi) and sends
both sigi and yi, whose binary representation bin(yi) consists of 4n�log q� =
2m bits to the group manager GM.

2. GM confirms yi was not previously used by any member and verifies sigi
is a valid signature generated on yi, using Vf(upk[i],yi, sigi). GM aborts if
any condition fails. Otherwise, GM creates a certificate for the key certk =
Sign(ik,yi) and proceeds as follows.

(a) Select a fresh 
-bit string as the index d and let d = d[1] . . . d[
] ∈ {0, 1}�
be the binary representation of d.

(b) Sample vectors x
d[1]
1 . . .x

d[�]
� ← DZm,σ.

(c) Compute z =
∑�

i=1 A
d[i]
i · xd[i]

i mod q.
(d) Get x0 ∈ Z

m ← SampleD(TA,A0,u− z, σ).

(e) Let x
1−d[1]
1 . . .x

1−d[�]
� be zero vectors 0m.

(f) Define x = (x0||x0
1||x1

1|| . . . ||x0
� ||x1

�) ∈ Σ(2�+1)m. If ||x||∞ ≤ β then pro-
ceed else abort.

(g) Let the revocation token of the new user i be grt[i ] = A0 · x0.

Finally, GM saves the new member’s details (d,yi,usk[i], sigi,x,grt[i], 1) in
reg and sends the member certificate certi = (certk, d,x)

Signing : The randomized algorithm Sign(gpk,gsk[i], certi,M) generates Σ
on a message M, where the user i secret signing key gsk[i ]=wi.

1. Run OGen(1n) to obtain a key pair (ovk, osk).
2. Encrypt the index d as follows. Let G = H1(ovk). Sample s ← χn, e1
← χm and e2 ← χ�, and compute the ciphertext (c1 = BT s + e1, c2 =
GT s+ e2 + �q/2�d).

3. Sample ρ
$← {0, 1}n, let V = G(A,u,B,M, ρ) ∈ Z

m×n
q .

4. Compute v = V · (A0 · x0) + e1 mod q (||e1||∞ ≤ β with overwhelming
probability and A0 · x0 is the revocation token grt of user i).

5. Confirm that certk is generated on yi by executing Verify(A,yi, certk). Then
form

P =

(
BT

GT Im+�

)
∈ Z

k1×k2
q ; c =

(
c1
c2

)
∈ Z

k1 ; e =

⎛
⎝ s

e1
e2

⎞
⎠ ∈ Z

k2 (1)
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and repeat the zero knowledge interactive protocol of the commitment de-
scribed in Section 3.2 t = ω(log n) times with the public parameter (A, F, u,
V, v, P, c) and prover’s witness (x, e1, e) to make the soundness error negli-
gible and prove that user is certified. Then make it non-interactive using the
Fiat-Shamir heuristic as a triple, Π = ({CMT (k)}tk=1, CH, {RSP (k)}tk=1),
where CH = ({Ch(k)}tk=1) = H2(M, {CMT (k)}tk=1, c1, c2).

6. Compute OT S; sig = OSig(osk, (c1, c2, Π)).
7. Output signature Σ = (ovk, (c1, c2), Π, sig,v, ρ).

Verification : Verify(gpk, M, Σ, RL = {{ui}i}) checks whether the given
Σ is valid on the given M and signer is a valid member as follows.

1. Parse Σ as (ovk, (c1, c2), Π, sig,v, ρ), and getV = G(A,u,B,M, ρ) ∈ Z
m×n
q .

2. If OVer(ovk, (c1, c2), Π, sig) = 0 then return 0.
3. Parse Π as ({CMT (k)}tk=1, {Ch(k)}tk=1, {RSP (k)}tk=1).
4. If (Ch(1), . . . , Ch(t)) �= H2(M, {CMT (k)}tk=1, c1, c2) return 0 else proceed.
5. Form P, c as in (1) and for k = 1 to t run the verification steps of the

commitment scheme to validate RSP (k) with respect to CMT (k) and Ch(k).
If any of the conditions fails then output invalid and hold.

6. For each ui ∈ RL compute e
′
i = v −V · ui mod q to check whether there

exists an index i such that ||e′i||∞ ≤ β. If so return invalid.
7. Return valid.

Open : Open(ok, M, Σ, reg) functions as follows, where ok = TB.

1. Let G = H1(ovk).
2. Then for i ∈ [
], sample yi ← SamplePre(TB,B,gi, σ).
3. Let Y = [y1| . . . |y�] ∈ Z

m×�, where B ·Y = G.
4. Compute d′ = (d′1, . . . , d

′
�) = c2 −YT · c1 ∈ Z

�
q.

5. For each i ∈ [
], if d′1 is closer to 0 than to �q/2� modulos q, then let di = 0.
Otherwise, let di = 1.

6. Create d = (d′1, . . . , d�) ∈ {0, 1}� and return d.

3.2 The Underlying ZKAoK for the Group Signature Scheme

The Stern-like [22] interactive system allows the signer to convince the verifier, he
is a certified and valid group member who followed the signature generation cor-
rectly. The public parameters consists of matrices A = [A0|A0

1|A1
1| . . . |A0

� |A1
� ]

∈ Z
n×(2�+1)m
q , F ∈ Z

4n×4m
q , V ∈ Z

m×n
q , and P ∈ Z

k1×k2
q , and vectors

u ∈ Z
n
q , v ∈ Z

n
q , c ∈ Z

k2 . The prover’s inputs are the vectors x =

(x0||x0
1||x1

1|| . . . ||x0
� ||x1

�) ∈ Z
(2�+1)m, e1 ← χm, w ∈ [−β, β]4m, y ∈ {0, 1}2m,

and e ∈ Z
k2 . The prover’s goal is to convince the verifier the following four

statements.
1. A · x = u mod q and x ∈ Secretβ(d).
2. ||e1||∞ ≤ β and V · (A0 · x0) + e1 = v mod q.
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3. F ·w = H4n×2m · y mod q.
4. Pe+ (0k1−�||�q/2�d) = c mod q.

To prove the goal 1 and 2 we can directly use the interactive protocol given
in [14]. We can use the proof provided in [15] for the goal 3 and the proof given
in [16] for the goal 4. We can combined all the proofs together and use as the
interactive protocol for our scheme.

4 Correctness and Security Analysis of the Scheme

Correctness

For all gpk, gsk, and grt, Verify(gpk,M, Sign(gpk,gsk[i], certi,M),RL) = Valid
and grt[i] /∈ RL and Open(gpk,ok,M, Sign(gpk,gsk[i], certi,M), reg) = i

Security

Theorem 1. In the random oracle model, the proposed scheme is dynamical-
almost-full anonymous based on the hardness of LWEn,q,χ.

Theorem 2. Based on the hardness of SIS problem, the proposed scheme is
traceable, in the random oracle model.

Theorem 3. Based on the hardness of SIS problem, the proposed scheme is
non-frameable, in the random oracle model.

5 Conclusion

This work focuses on facilitating member registration mechanism for the scheme
given in [14]. Thus we suggested a joining protocol to the existing VLR lattice-
based scheme [14]. Moreover, we made the new scheme stronger in security than
the scheme in [14].
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Abstract. This paper investigates a preliminary application of homo-
topy type theory in cryptography. It discusses specifying a cryptographic
protocol using homotopy type theory which adds higher inductive type
and univalence to Martin-Löf’s intensional type theory. A higher induc-
tive type specification can act as a front-end mapped to a concrete cryp-
tographic implementation in the universe. By having a higher inductive
type front-end, we can encode domain-specific laws of the cryptographic
implementation as higher-dimensional paths. The higher inductive type
gives us a graphical computational model and can be used to extract
functions from underlying concrete implementation. Using this model we
can extend types to act as formal certificates guaranteeing on correctness
properties of a cryptographic implementation.

1 Introduction

Formal verification of cryptographic protocols has become a significant research
focus over recent years [4] [7]. Some widely used cryptographic implementations
were found to be flawed after their deployment becoming vulnerable to various
attacks. For example, the Heartbleed attack (CVE- 2014-0160) is a consequence
of a simple coding error [6]. Even with skilled designers, developers and testers
it is highly difficult to implement a cryptographic protocol without errors [5].

In this paper, we examine a new approach to formally specify and verify the
correctness properties of a cryptographic construction based on type theory, a
foundational language of mathematics alternative to set theory. We use an exten-
sion of type theory, namely the homotopy type theory, to specify cryptographic
constructions. Homotopy type theory extends type theory by adding higher in-
ductive type and univalence axiom. We discuss specifying cryptographic scheme
using a higher inductive type in homotopy type theory, implemented in Agda,
and how to map the abstract type to a concrete implementation in the universe.
We also discuss designing a higher inductive type for a database model with
multi-layered encryptions in the style of cryptDB [3].

Designing cryptographic constructions as a higher inductive type has the
following benefits.

– In type theory all functions are functorial. Therefore, the functional correct-
ness and domain-specific properties of a cryptographic construction can be
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specified as paths or homotopies in a higher inductive type, and the functions
will preserve the path structures in the mapping of the type to the universe.

– By specifying cryptographic properties as paths, we achieve guarantee on
the correctness of the underlying concrete implementation with respect to
the encoded properties.

– We can have a graphical representation of a cryptographic construction in
a topological space, and we map it to a concrete implementation in the
universe.

– By modeling a cryptographic construction as a higher inductive type, we get
the groupoid structure and the relevant coherence laws for free.

– We get elimination rules corresponding to the higher inductive type.

2 Background

Homotopy type theory extends Martin-Löf’s intensional type theory by adding
univalence axiom and higher inductive types. It introduces the notion of viewing
type as a topological space in homotopy theory or a higher-dimensional groupoid
in category theory. Because of this correspondence, we can observe an element
of the identity type x =A y for a, b : A as a path in a topological space or a
morphism in a groupoid.

Higher inductive types are a general schema for defining new types in homo-
topy type theory. It extends an ordinary inductive type by providing constructors
for generating paths and higher paths. A higher inductive type can be specified
in Agda using {-# REWRITE , ...#-} mechanism.

Because of the correspondence of types to a topological space or a higher-
dimensional groupoid, we can map the elements of an identity type, which are
paths in homotopy type theory, to equivalences between types in a universe.
Equivalence can be relaxed to a bijection when types behave like sets. The map-
ping of a path to equivalence is made possible by the univalence axiom which
describes that we may identify equivalent types A and B in the following sense.

ua : (A � B)→ (A =U B) (1)

In (1), the type U is the universe or the type of types. The univalence axiom
states that when we have a proof of type A � B, we can obtain a path between
A and B. In homotopy type theory, the following definitions give an equivalence
between type A and type B.

A � B :≡
∑

f :A→B

isequiv(f) (2)

isequiv(f) :≡
( ∑

g:B→A

(f ◦ g ∼ idB)
)
×

( ∑
h:B→A

(h ◦ f ∼ idA)
)

(3)

A homotopy between non-dependent functions f1, f2 : A1 → A2 is given as
follows.

f1 ∼ f2 :≡
∏
x:A1

(f1(x) =A2
f2(x)) (4)
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In (3), the composite f ◦ g is homotopic to the identity function idB , and
the composite h ◦ f is homotopic to the identity function idA. There is also a
reduced notion of equivalence called quasi-inverse. A quasi-inverse for a function
f : A→ B is given by

qinv(f) :≡
∑

g:B→A

(
(f ◦ g ∼ idB)× (g ◦ f ∼ idA)

)
(5)

Also, we have a function that maps an element of quasi-inverse qinv(f) to
isequiv(f) for f : A→ B [1].

mkqinv : qinv(f)→ isequiv(f) (6)
For examples described in this paper, we will use mkqinv to obtain a proof

of equivalence from quasi-inverse. For a path p : A =U B, we have a function
coe [2] that coerces along p. The following declaration gives the type of coe.

coe : (A =U B)→ (A→ B) (7)

In the presence of univalence, we also have a computation rule for coe [2]
defined as follows.

coe (ua (f , isequiv(f)))x = f(x) (8)

where x : A, f : A → B and (f , isequiv(f)) : A � B.

Also, in homotopy type theory the functions behave functorially on paths.
It means that a function f : A→ B respects equality and it preserves the path
structure in the mapping from type A to type B. Now we can give the type of
apf which defines the action of non-dependent functions on paths as follows.

apf : (x =A y)→ (f(x) =A f(y)) (9)

The following declaration gives the action of dependent functions of type
f :

∏
(x:A) B(x) on paths.

apdf :
∏

p:x=y

(p∗(f(x)) =B(y) f(y)) (10)

In (10), p∗(f(x)) lying in space B(y) can be thought of as an endpoint of a
path obtained by lifting p from f(x) to a path in the total space

∑
(x:A) B(x)→ A

[1]. The following declaration gives the type of p∗ also known as transport.

transportBp : B(x)→ B(y) (11)

where p : x = y for x, y : A.

3 Higher Inductive Type front-end for OTP

In this section, we will discuss an encoding of the one-time pad using a higher
inductive type with a path constructor to specify the encryption function. We
will construct a proof for an equivalence which reflects the encryption path of the
higher inductive type in the universe. The functional correctness property, which
states that decryption inverts encryption, will be part of the construction of the
proof for the equivalence. We will then map this higher inductive type, with the
encryption path, to a concrete implementation of the one-time pad, with the
equivalence reflecting the encryption path, in the universe. The encryption and
the decryption functions are then projected from the concrete implementation
in the universe using the higher inductive type which acts as a front-end.
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3.1 One-time Pad

The following Agda code gives the higher inductive type encoding of the one-time
pad.

data OTP (n : Nat) : Set where
-- point constructors
message : OTP n
cipher : OTP n
-- path constructors
otp-encrypt : {n : Nat} → (key : Vec Bit n) →

message {n} ≡ cipher {n}

The higher inductive type OTP has two point constructors message and
cipher representing the plain-text and the cipher-text respectively. The path
constructor otp-encrypt represents the encryption function of the one-time pad.
We parameterize the type OTP with the length n of the data. otp-encrypt uses
the same length parameter n to specify the length of the key which encodes
another restriction, namely the length of the key for the one-time pad should
be equal to the length of the message, which is crucial for the security of the
one-time pad.

The following code gives the recursion principle and its action on constructors
or the computation rules for the type OTP.

otp-rec : {n : Nat} →
(B : Set) → (b-msg : B) → (b-cipher : B) →
(b-encrypt : (key : Vec Bit n) → b-msg ≡ b-cipher) →
OTP n → B

otp-rec B b-msg b-cipher b-encrypt message = b-msg
otp-rec B b-msg b-cipher b-encrypt cipher = b-cipher

postulate
β-otp-rec : {n : Nat} →

(B : Set) → (b-msg : B) → (b-cipher : B) →
(b-encrypt : (key : Vec Bit n) → b-msg ≡ b-cipher) →
{key : Vec Bit n} →
ap (otp-rec B b-msg b-cipher b-encrypt)

(otp-encrypt key) ≡ (b-encrypt key)

The recursion principle otp-rec states that when given a type B with point
constructors b-msg and b-cipher and path constructor b-encrypt, there exists
a function of type OTP n → B. otp-rec maps message and cipher to b-msg

and b-cipher respectively. β-otp-rec gives the action of otp-rec on the path
(otp-encrypt key) which maps it to the path (b-encrypt key). Equation (9)
gives the type of ap.

3.2 Implementation of one-time pad in the universe

The encryption function for the one-time pad is straightforward, and it is imple-
mented using xor. The encryption of one-time pad is defined using the following
function.
OTP-encrypt : {n : Nat} → (key : Vec Bit n) → (message : Vec Bit n) → Vec Bit n
OTP-encrypt {n} key message = message xorBits key

where xorBits perform xor on two vectors of equal length.

Similar to keys, we have chosen to use the type Vec Bit n to represent the
point constructors message and cipher of the higher inductive type OTP in the
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universe. Therefore, the path otp-encrypt should be mapped to an equivalence
formed by OTP-encrypt between types Vec Bit n and Vec Bit n. To create
an equivalence for the function OTP-encrypt, we need a proof element of type
given by equation (5). To construct a proof element of (5), we need a function g

: Vec Bit n → Vec Bit n, a proof element of f◦g ∼ id, and a proof element
of g◦f ∼ id. For the one-time pad, the encryption function is also its inverse. So
both f and g are represented by OTP-encrypt in this case. Therefore, the types
f◦g ∼ id and g◦f ∼ id are definitionally the same. The equivalence formed
by OTP-encrypt is defined as follows.

OTP-equiv : {n : Nat} → (key : Vec Bit n) → Vec Bit n � Vec Bit n
OTP-equiv key = ((OTP-encrypt key) ,

equiv1 (mkqinv (OTP-encrypt key) (α-OTP key) (α-OTP key)))

(α-OTP key) : (OTP-encrypt key (OTP-encrypt key msg)) ≡ msg

In the above code, (OTP-equiv key) is of the type given by equation (2).
equiv1 forms a proof element of the type given by equation (3). The type of
mkqinv is given by equation (6) which takes an element of (5) as input and gives
an element of (3) as output.

3.3 Mapping OTP into the universe

The higher inductive type OTP defined in section 3.1 can now be mapped into
the universe using univalence. The equivalence (OTP-equiv key) respects the
path structure specified by the constructor otp-encrypt. Because of this, a
path formed by univalence given by (ua (OTP-equiv key)) represents the path
structure of otp-encrypt in the universe. This correspondence allows us to define
a mapping I-OTP which maps the points message, cipher of OTP to type Vec

Bit n and a mapping I-OTP-path which maps the path (otp-encrypt key) to
(ua (OTP-equiv key)).

I-OTP : {n : Nat} → OTP n → Set
I-OTP {n} bits = otp-rec Set (Vec Bit n) (Vec Bit n)

(λ key → ua (OTP-equiv key)) bits

I-OTP-path : {n : Nat} → (key : Vec Bit n) →
ap I-OTP (otp-encrypt {n} key) ≡ ua (OTP-equiv key)

I-OTP-path {n} key = β-otp-rec Set (Vec Bit n) (Vec Bit n)
(λ k → ua (OTP-equiv k))

I-OTP is defined using the recursion principle otp-rec of the higher induc-
tive type OTP. It maps the points of OTP to the type Vec Bit n in the universe
represented by Set. I-OTP-path maps the path (otp-encrypt key) to (ua

(OTP-equiv key)) using β-otp-rec. Now we can define an interpreter func-
tion ITP using coe given by equation (7) as follows.

ITP : {n : Nat} → {a b : OTP n} → (p : a ≡ b) → (I-OTP a) → (I-OTP b)
ITP {n} {a} {b} p = coe (ap I-OTP p)

When we give the path otp-encrypt as input, the interpreter ITP returns the
encryption function OTP-encrypt. In the case of OTP, the functional correctness
property is part of the equivalence (OTP-equiv key) given by (α-OTP key),
and the path otp-encrypt will reflect this through the mapping specified by
I-OTP-path. Consider the following example.
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pf : (ITP (otp-encrypt (1b :: (0b :: []))) (1b :: (1b :: []))) ≡ (0b :: (1b :: []))

In the above code, ITP takes otp-encrypt as input with key (1b :: (0b ::

[])) and plain-text (1b :: (1b :: [])) and returns the cipher-text (0b ::

(1b ::[])) as output.

4 Encoding Properties as Higher Dimensional Paths

The path otp-encrypt described in the previous section is one-dimensional. We
can also encode domain-specific cryptographic properties as higher dimensional
paths. In this section, we will design properties of a database model with multi-
layered encryptions in the style of cryptDB [3] as higher dimensional paths.
CryptDB has different layers of encryption known as onion layers of encryp-
tion. The idea of cryptDB is to allow computation on top of encrypted data
without the need to decrypt them. Consider the following higher inductive type
specification for cryptDB1.

data encDB : Set where
-- point constructors
tab : encDB
tabDET : encDB
tabHOM : encDB
tabOPE : encDB

-- one-dimensional paths
hom-enc : tab ≡ tabHOM
det-enc : tab ≡ tabDET
ope-enc : tab ≡ tabOPE

4.1 Homomorphic Encryption

In cryptDB, homomorphic encryption is implemented using paillier cryptosys-
tem. According to the homomorphic property of paillier cryptosystem, the addi-
tion of two plain-texts will be equal to the multiplication of their corresponding
cipher-text. This can be expressed as a two-dimensional path (Fig 1).

tabHOM tabHOM

tabtab

enc-increment

increment

 paillier-homhom-enc ! hom-enc

Fig. 1: Homotopy representing the homomorphic property of paillier cryptosystem.
hom-enc concatenated with enc-increment and (! hom-enc) is the same as increment.

1 We have simplified the higher inductive type encDB for ease of understanding.
A detailed implementation can be found at https://github.com/pavenvivek/

ProvSec-2018.
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4.2 Deterministic Encryption

Deterministic encryption generates the same cipher-text on multiple encryptions
of the same plain-text. In cryptDB, a deterministic encryption scheme is used
to perform equality comparisons on encrypted data. The correctness property of
deterministic encryption requires DET (m1) ≡ DET (m2) when m1 ≡ m2. We
can specify this property as a heterogenous path over a path of type m1 ≡ m2.
det-correctness : (p : m1 ≡ m2) →

transport (λ x → tab {x} ≡ tabDET) p (det-enc {m1}) ≡ (det-enc {m2})

det-correctness says that the path (det-enc {m1}) ≡ (det-enc {m2})
lies over p : m1 ≡ m2.

4.3 Order-Preserving Encryption

Order-preserving encryption (OPE) [9] allows inequality comparisons on en-
crypted data without the need to decrypt them. Order-preserving encryption
requires, for plain-texts x and y, if (x < y) then OPE(x) < OPE(y). We cannot
specify this property in the style of det-correctness because inequality rela-
tion does not form paths. However, we can use a different approach to model
this restriction in a higher inductive type. For example, consider a function bigE

(m1, m2) which returns the biggest of two elements. When there exists a path
p’ : bigE(m1, m2) ≡ bigE(c1, c2), where c1 and c2 are the OPE cipher
values of m1 and m2 respectively, lying in the space encDB, we can design a
two-dimensional path saying ope-encrypt is the same path as p’. This holds
only when OPE respects the inequality relation between the plain-texts.

5 Limitations and Future Work

A limitation of homotopy type theory is that the univalence can be added only
as an axiom. We would like to develop the framework described in this paper
using cubical type theory [8] in which the univalence computes.

Another limitation is that the mapping of higher inductive type into the
universe requires the functions represented by paths to be bijective. We cannot
specify all functions as bijections. One way to work around this problem is to
encode functions as mappings between singleton types in the universe [2]. Future
work in this direction would be to characterize mapping of partial bijections to
paths using the tools of homotopy theory.

Also, it might not be possible to map probabilistic encryptions to singleton
types in the universe because they compute to different values during each exe-
cution and does not uniquely identify the contents of a singleton type. Another
limitation is the difficulty involved in deriving proofs for bijections.

6 Related Work

The work discussed in this paper takes the first step towards formal specification
of cryptographic protocols based on types. There are other works which support
formal specification of cryptographic constructions using different settings. For
example, the Foundational Cryptography Framework [4] implements a proba-
bilistic programming language embedded inside Coq proof assistant that enables
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the specification of cryptographic schemes, security definitions, and hard prob-
lems. ProVerif [11], a cryptographic protocol verifier, allows for the automated
reasoning of security properties based on Dolev-Yao model. EasyCrypt [10] en-
ables machine-checked construction and verification of cryptographic schemes.

7 Conclusion

We have shown how to implement a cryptographic scheme using the tools of
homotopy type theory. The limitations of homotopy type theory, namely having
univalence only as an axiom and the requirement for functions to have inverses
has restricted us to only a subset of cryptographic schemes to be benefitted by
the model described in this paper. Nevertheless, there is a lot of work going
on to improve type theory to allow for univalence to compute and mapping of
non-bijective functions into the universe which can reduce the restrictions and
enable us to encode more interesting cryptographic constructions.

References

1. The Univalent Foundations Program, Institute for Advanced Study. Homotopy Type
Theory: Univalent Foundations Of Mathematics (2013).

2. Anguili, C., Morehouse, E., Licata, D., Harper, R.: Homotopical Patch Theory. In:
International Conference on Functional Programming (ICFP), Sweden (2014)

3. Popa, R.A., Redfield, C.M.S, Zeldovich, N., Hari Balakrishnan, H. : CryptDB: Pro-
tecting Confidentiality with Encrypted Query Processing. In: Proceedings of the
23rd ACM Symposium on Operating Systems Principles (SOSP), Portugal (2011)

4. Petcher, A., Morrisett, G.: The Foundational Cryptography Framework. In: Focardi
R., Myers A. (eds) Principles of Security and Trust (POST). Lecture Notes in Com-
puter Science, vol 9036. Springer, Berlin, Heidelberg (2015)

5. Lazar, D., Chen, H., Wang, X., Zeldovich, N.: Why does cryptographic software fail?:
a case study and open problems. In: Proceedings of 5th Asia-Pacific Workshop on
Systems (APSys). Beijing, China (2014)

6. Durumeric, Z., Kasten, J., Adrian, D., Halderman, J.A., Bailey, M., Li, F., Weaver,
N., Amann, J., Beekman, J., Payer, M., Paxson, V.: The Matter of Heartbleed. In:
Proceedings of the 2014 Conference on Internet Measurement Conference. Vancou-
ver, BC, Canada (2014)

7. Berg, M.: Formal Verification of Cryptographic Security Proofs. Ph.D. the-
sis, Saarland University (2013), http://www.infsec.cs.uni-saarland.de/~berg/
publications/thesis-berg.pdf
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Abstract. In this paper, we consider the problem of key exchange among
n parties. There are several multi-party key exchange schemes like group
key exchange protocols. But, most of them are interactive key exchange
protocols with more overhead.

Thus, we give a new generic approach to construct a non-interactive
multi-party key exchange protocol without trusted third party. For that,
we use the concept of homomorphic encryption scheme and generate a
Boolean circuit to generate the ephemeral common key for n parties.
We can achieve quantum-resistance with the lattice-based homomorphic
encryption scheme from the literature.
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1 Introduction

Since the seminal work by Diffie and Hellman [11], the need for a key exchange
protocol over an insecure channel becomes essential to prevent unauthorized
access or accidental disclosure of the information while transmission process
between entities over an insecure network. Communicating between two entities
on a public network needs to be secure to prevent any attacks to read transmitted
messages. Secure transmission means encrypting the message with an encryption
key and then sending it from one entity to another. The problem is how to share
the key between two entities securely. For that, we use key exchange protocols
which identifies each entity to another, create and distribute the key among them
securely.

Homomorphic encryption supports any computation on encrypted data with-
out decryption key. After Gentry’s paper [15] in 2009, there are a number of
research on homomorphic encryption based on ideal lattices, (ring-)LWE prob-
lem, and Approximate GCD problem [6, 7, 16, 24]. Homomorphic encryption is
applicable to various areas using outsourcing computation like machine learning
methods for encrypted data [9, 17, 18] or two-party key exchange protocol [21].

In this paper, we suggest a generic approach to construct a non-interactive
multi-party key exchange protocol from rich cryptographic ingredients like ho-
momorphic encryption scheme.
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1.1 Outline of the Paper

The rest of this paper is structured as follows. We review the history of group key
exchange protocol and homomorphic encryption scheme briefly in Chapter 2. We
give the definition of non-interactive key exchange, homomorphic encryption,
and homomorphic encryption scheme in Chapter 3. Then, we propose a new
methodology to construct a non-interactive multi-party key exchange protocols
without trusted third party in Chapter 4 and compare it with previous protocols
in Chapter 5. Finally, we give a conclusion with future work in Chapter 6.

2 Previous Work

2.1 Group Key Exchange

A group key exchange (GKE) protocol is a multi-party key exchange protocol
in which a shared secret is derived from n parties as a function of the infor-
mation contributed by each of these. In GKE protocol, every group member
has to interact in order to compute the group key and no entity can predeter-
mine the resulting value. GKE protocol does not require the existence of secure
channels between its participants since no secure transfer takes place during the
processing.

Tree-based GKE is one method to obtain a common session key by some tree
structure. For example, in Kim et al.’s paper [20], all user is considered as a leaf
node of the tree and thus, no parties have higher authority.

In the paradigm of provable security, Bresson et al. [8] suggested the first
security model for GKE protocols with two major security notions. The first
notion is authenticated key exchange (AKE) security which requires the indis-
tinguishability of computed group keys from random keys and the second notion
is mutual authentication (MA) security which means that two parties authenti-
cate mutually.

For quantum-resistant multi-party key exchange protocols, Ding et al. [12]
constructed the lattice-based interactive multi-party GKE protocol and recently,
Boneh et al. [4] proposed the non-interactive key exchange protocols from isoge-
nies on elliptic curves.

2.2 Homomorphic Encryption

Since Rivest et al. [23] questioned whether there exist any encryption schemes
that are homomorphic under any group/ring/field operations, which allows to
perform arbitrary computation on the input data, it had been remained as an
interesting open problem in cryptography for decades.

After Gentry’s breakthrough paper [15] in 2009, many attempts are dedicated
to make more efficient homomorphic encryption schemes based on LWE, Ring-
LWE, and approximate GCD problems [5–7,14,16,24].

For key agreement protocol, Krendelev and Kuzmin [21] recently proposed
two-party key exchange protocol based on homomorphic encryption but their
protocol misses the security proof and it considers two parties only.
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3 Preliminaries

In this chapter, we review the definition of non-interactive key exchange protocol
and homomorphic encryption scheme.

Definition 1. (non-interactive key exchange) A key exchange protocol is non-
interactive when the protocol enables two parties who know each other’s public
key to agree on a shared common key without requiring any interaction and a
multi-party key exchange protocol is non-interactive when there is no interaction
between n parties.

Definition 2. (homomorphic encryption) A homomorphic encryption scheme
HE is a tuple of PPT algorithms HE = (HE.Gen, HE.Enc, HE.Eval, HE.Dec) with
the following functionality:

HE.Gen(n, α) :
Given the security parameter n and an auxiliary input α, this algorithm
outputs a key triple (pk, sk, evk), where pk is the key used for encryption,
sk is the key used for decryption and evk is the key used for evaluation.

HE.Enc(pk,m) :
Given a public key pk and a message m, this algorithm outputs a ciphertext
c of the message m.

HE.Eval(evk, C, c1, · · · , cn) :
Given an evaluation key evk, a Boolean circuit C, and pairs {ci}ni=1 where ci
is either a ciphertext or previous evaluation results, this algorithm produces
an evaluation output.

HE.Dec(sk, c) :
Given a secret key sk and a ciphertext or an evaluation output c, this algo-
rithm outputs a message m.

4 Our Approach

In this chapter, we propose how to construct multi-party key exchange protocol
with rich ingredients. Our construction can be considered as quantum-resistant
protocol if we use lattice-based key exchange protocol and lattice-based homo-
morphic encryption scheme as underlying cryptographic protocols.

4.1 Security Model

In the following methods, we assume that the server is honest but curious so
that the server should not be able to gain any information on the value of that
session key during the protocol. Also, we assume that all parties are fully trusted
so that no one can reveal the other’s ephemeral key.

We assume that the adversary A can make queries to any instance as the
former security modelling of key exchange protocols [1–3]. A can send messages
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to some party, run the protocol to get the appropriate session key, and reveal
the some session key but A cannot corrupt a party for any insider attacks.

To check the security of our multi-party key exchange protocol, we have to
prove the following security requirements:

1. Session key security
If uncorrupted parties in the proposed protocol complete matching sessions,
they have the same key and the probability that the adversary guesses
whether the key is from the protocol or from random is negligible. This
can be interpreted as AKE security from Bresson et al.’s paper about the
security model of GKE protocols [8].

2. Known key security
Even after an adversary A has acquired one particular session key, other
session keys are still secure.

3. Key privacy
In the proposed protocol, the server should not be able to gain any infor-
mation on the value of the session key, even though the server’s help is
mandatory to establish a session key between n parties in the protocol.

4. Resistance to other various attacks
The protocol should withstand well-known network attacks such as user im-
personation and modification attacks as well as man-in-the-middle attacks.

With these security requirements, we will check the validity of our multi-party
key exchange protocol under the security of the given homomorphic encryption
scheme.

Compared to Bresson et al.’s security requirement, we miss the security no-
tion of mutual authentication since the underlying homomorphic encryption
guarantees that the protocol outputs a valid output only if each party behaves
honestly.

4.2 Construction with Homomorphic Encryption

In Fig. 1, we give a generic construction of non-interactive multi-party key ex-
change protocols from homomorphic encryption. As tree-based group key ex-
change protocol by Kim et al. [20], we restrict the parties to be located in the
leaf node of the given graph (or a given circuit). Red rectangle box shows the area
that remains hidden from outsiders and every party pre-shares the same key sk
from HE.Gen algorithm of homomorphic encryption scheme HE , like password-
authenticated key exchange protocols. Note that a circuit C can be public in our
protocol.

Under this condition, our protocol runs as follows.

Step 1. Make the Boolean circuit C with n inputs.

Step 2. Each party makes ephemeral session key ki and encrypt it with public
key pk, ci = HE.Enc(pk, ki).
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Fig. 1: Multi-party Key Exchange Protocol from Homomorphic Encryption

Step 3. Run evaluation algorithm c = HE.Eval(evk, C, c1, · · · , cn) given the
Boolean circuit C.

Step 4. Each party decrypts the evaluation value c and get the session group
key k = HE.Dec(sk, c).

Theorem 1. If underlying homomorphic encryption scheme HE is secure, our
non-interactive multi-party key exchange protocol is also secure, i.e., it satisfies
session key security, known key security, and key privacy.

Proof. (sketch)

1. Session key security
Since HE is secure, each ciphertext and evaluation value are distinguishable
from random. Thus, all ciphertext ci of the ephemeral session key ki from
party i are indistinguishable from random and so does the ciphertext c of
the session group key k, evaluation value of all the ciphertext c′is. Hence, our
construction guarantees session key security.

2. Known key security
Each session group key does not reveal the ephemeral session key ki since
the evaluation value k does not leak the information of the values in the
circuit C. Even more, the party chooses different ephemeral session key ki
for each session. Hence, we cannot guess the previous session group key from
one particular session group key. i.e., we can guarantee known key security
for our protocol.

3. Key privacy
Since the server doesn’t have the information of the pre-shared secret key sk,
the server is not possible to know the session group key k but the evaluation
value of it. As we stated in the session key security proof, evaluation value is
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distinguishable from random when HE is secure and thus, our construction
provides key privacy.

5 Comparison with Other Method

In Table 1, we compare our construction with other previous approaches like Kim
et al.’s tree-based GKE protocol [20] and lattice-based multi-party key exchange
protocols by Ding et al. [12].

Since Ding et al.’s protocol interacts one to each other, its complexity is
O(n2), where n is the number of group members for group key agreement pro-
tocol. Meanwhile, our method can be achieved in O(n) complexity with natural
tree structure in the design.

Compared to other two methods, our method is non-interactive and does not
need any fully-trusted third party in the protocol. We only need a server which is
honest but curious. Also, our method can become a quantum-resistant group key
agreement protocol if we adopt lattice-based homomorphic encryption scheme
from the literature, like [16], for example.

Table 1: Comparison of group key agreement protocols

Method Tree-based GKE [20] DXL12 [12] Ours

Communication Complexitya O(n) O(n2) O(n)

Non-interactivityb X X O

Trusted Third Partyc O X X

Quantum Resistanced X O � e

a n is the number of group members for group key agreement protocol.
b O: protocol is non-interactive, O: protocol is interactive
c O: protocol needs the trusted third party, X: protocol doesn’t need any trusted
third party
d O: quantum-resistant, X: vulnerable to quantum computing attacks
e �: our design is quantum-resistant if the underlying homomorphic encryption
scheme was designed to be quantum-resistant.

6 Concluding Remark

In this paper, we construct a novel method to design non-interactive multi-party
key exchange protocol using homomorphic encryption scheme and compare this
method with other protocols like tree-based group key exchange by Kim et al. [20]
and lattice-based multi-party key exchange protocol by Ding et al. [12]

Our construction is a kind of group key exchange protocol and shares some
properties that tree-based group key exchange and password-authenticated key
exchange protocols.
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As future work, first among several directions, we will adopt our generic con-
struction to Gentry et al.’s well-known lattice-based homomorphic encryption
scheme paper in CRYPTO 2013 [16]. Then, we will give the more concrete se-
curity proof including forward secrecy, where forward secrecy states that even if
a party’s long-term key is leaked to the adversary, the adversary is not able to
acquire previous session keys, even though the adversary actively interfered, or
tried to act as a man-in-the-middle attack. We will check security proof in both
classical and quantum adversaries.

We also consider implementation of our quantum-resistant multi-party non-
interactive key exchange protocol using some lattice-based libraries with homo-
morphic encryption tools like HElib and FHEW [13,19].

Besides that, we leave the followings as challenging issues:

1) When each party has the different secret key. (We may use a multi-key
variant of homomorphic encryption scheme [10,22] instead of vanilla homo-
morphic encryption.)

2) When dynamic group settings are considered instead of static group setting
so that the tree structure becomes updated.
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